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Preface

Vocational Education is a dynamic and evolving field, and ensuring that every student
has access to quality learning materials is of paramount importance. The journey of the
PSS Central Institute of Vocational Education (PSSCIVE) toward producing
comprehensive and inclusive study material is rigorous and time-consuming, requiring
thorough research, expert consultation, and publication by the National Council of
Educational Research and Training (NCERT). However, the absence of finalized study
material should not impede the educational progress of our students. In response to
this necessity, we present the draft study material, a provisional yet comprehensive
guide, designed to bridge the gap between teaching and learning, until the official
version of the study material is made available by the NCERT. The draft study material
provides a structured and accessible set of materials for teachers and students to utilize
in the interim period. The content is aligned with the prescribed curriculum to ensure
that students remain on track with their learning objectives.

The contents of the modules are curated to provide continuity in education and maintain
the momentum of teaching-learning in vocational education. It encompasses essential
concepts and skills aligned with the curriculum and educational standards. We extend
our gratitude to the academicians, vocational educators, subject matter experts,
industry experts, academic consultants, and all other people who contributed their
expertise and insights to the creation of the draft study material.

Teachers are encouraged to use the draft modules of the study material as a guide and
supplement their teaching with additional resources and activities that cater to their
students' unique learning styles and needs. Collaboration and feedback are vital,;
therefore, we welcome suggestions for improvement, especially by the teachers, in
improving upon the content of the study material.

This material is copyrighted and should not be printed without the permission of the
NCERT-PSSCIVE.

Deepak Paliwal
Joint Director
PSSCIVE, Bhopal
Date: 27 November 2024
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Module 1 Introduction to Security

Module Overview

The module on introduction to security offers a comprehensive introduction to the
security industry, covering both theoretical principles and practical applications. It
explains key concepts, principles, and regulations that govern the security sector,
with a focus on private security in India. The module provides insights into ho®
security systems operate, the types of security personnel involved, and the varAQ

roles and responsibilities they fulfill. It also highlights the differences en
public and private security, along with an examination of risk and threa@lnalysis
and the regulatory framework for the industry. \O

O

Session 1 covers essential terms in the private security sector, %c as "guarding
duties," "risk management," "surveillance," and "audit procgeDres." The session
places special emphasis on an overview of the CCTV vide otage auditing, an
essential part of modern security practices. Session 2 o@nes the core principles
of security, including prevention, detection, deterre \@, and response. The focus
will be on how these principles guide the operation . ecurity guards and systems
to ensure safety in various environments. Sessi¢h’3 deals with the distinct roles
and responsibilities of public and private qg&'ity forces. While public security
focuses on law enforcement, private secu oriented towards protecting private
interests and properties. The comple eﬂiu‘y roles these forces play in society have
also been dealt with in this sessio rrb' ession 4 delves into the organizational
structure and operational functio& f private security in India. The key entities,
such as private security agenci@ their hierarchies, and regulatory mechanisms,
including the Private Sec Agencies (Regulation) Act (PSARA), have been
discussed, along with the ‘@‘Wing role of private security in various industries.

Session 5 differe@& between various types of security guards, such as
residential, co réfal, and industrial security personnel. Their specific duties,
training requi nts, and typical deployment environments have been highlighted
in this sess{ 1Céess.ion 6 introduces various types of security equipment, including
surveill ameras, alarm systems, metal detectors, and communication devices.
The focXs 1s on the operational aspects of the equipment and their importance in
aiding security personnel in their duties. Session 7 covers the primary
responsibilities of security guards, such as patrolling, monitoring surveillance
systems, controlling access, responding to alarms, and assisting in emergencies.
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Session 8 focuses on the security requirements in commercial and industrial
settings. Strategies for securing high-value assets, industrial equipment, and large-
scale facilities have been discussed, along with considerations for these specialized
deployments. Session 9 deals with the various risks and threats faced by the
security personnel, including criminal activities and natural disasters. It addresses
the vulnerabilities of security guards and offers guidance on protecting themselves
and those around them. Session 10 provides an overview of the legal framework for
private security, particularly the Private Security Agencies (Regulation) Act, 2005
(PASRA). Rules and regulations governing the conduct, training, and operational
scope of private security personnel in India have been covered in this session.

Learning Outcomes

On completion of the session, you will be able to:

e Describe and apply key terminologies related to private security systems and
CCTYV video footage auditing in real-world scenarios.

e Clearly explain the concepts, principles, and processes in physical and
information security, using appropriate terminology and context-specific
implications.

e Demonstrate practical skills in applying key principles of physical security,
including access control, perimeter security, surveillance, intrusion detection,
asset protection, and emergency response planning.

o Differentiate between the roles, responsibilities, and operational domains of
public and private security entities with practical examples.

e Outline the legal frameworks and authorities governing public and private
security operations and explain their implications in practice.

e Explain the structure, operational scope, and functions of private security
organizations in India, supported by relevant case studies or examples.

e Identify and describe the functions of various security equipment used to
monitor activities, enhance safety, and protect assets in diverse settings.

e Describe the range of services offered by private security firms, including
guarding, electronic surveillance, cash logistics, event security, and consulting
services, with examples of their applications.

e Recognize and explain key issues in private security, such as integrity, respect
for individual rights, adherence to legal standards, and ethical decision-making
in challenging scenarios.

e Describe the specific tasks and responsibilities performed by private security
personnel in commercial and industrial deployments, with attention to
operational effectiveness.

e Identify common risks and threats to individuals and security guards, and
suggest practical measures to mitigate these risks.
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e Explain the regulatory framework governing private security operations in
India, including the provisions of the Private Security Agencies Regulation Act,
2005 and other relevant laws, rules, and regulations.

Module Structure

Session 1: Terminologies for Private Security Systems and CCTV Video
Footage Auditing

Session 2: Principles of Security

Session 3: Difference between Public and Private Security

Session 4: Structure and Functions of Private Security in India

Session 5: Types of Security Guards

Session 6: Security Equipment

Session 7: Guarding Duties

Session 8: Security Tasks in Commercial and Industrial Deployments

Session 9: Risks and Threats to People and Security Guards

Session 10: Rules and Regulations in Security

Session 1: Terminologies for Private Security Systems and

CCTV Video Footage Auditing

Terminologies for Private Security Systems and CCTV Video Footage Auditing
encompass key concepts such as surveillance systems, access control, incident
detection, video analytics, retention policies, and chain of custody, essential for
ensuring effective 'security operations and evidence management. Let us
understand security system with an example.

When you walk towards an Automated Teller Machine (ATM), one of the first
persons you see is a ‘security guard’.

A ‘security guard’, generally, sits outside the ATM booth and regulates the entry of
individuals to the booth. He or she prevents illegal activity, theft, and vandalism in
the ATM booth.

The security guard does a variety of jobs, including assisting people, who face
problems in using an ATM card.

A security guard at the ATM booth, therefore, is a link between a bank and its
customers.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL
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Just like security guards, Closed Circuit Televisions (CCTV) has also a critical role
to play in assisting the security system. From its vantage point high above the
streets, the CCTV camera observes and captures snippets of life (Figure 1.1). One
of the primary roles of CCTV cameras is to deter criminal ' !

y [

activity. The presence of visible cameras in public spaces,
businesses, and residential areas acts as a deterrent
against potential criminals who are aware that their
actions are being observed, monitored and recorded. They
play a crucial role in monitoring security in various
environments, including public places, commercial
establishments, government buildings, and residential
areas. They help security personnel or homeowners keep
a watchful eye on activities and respond promptly Figure 1.1: CCTV Camera
to any suspicious behaviour or security breaches.

In the event of a crime or security incident, CCTV cameras serve as valuable tools
for collecting evidence. Recorded footage can provide crucial information to law
enforcement agencies, helping them investigate incidents, identify suspects, and
prosecute offenders.

CCTV cameras are commonly used for traffic monitoring and management
purposes. They help transportation authority’s monitor traffic flow, detect
congestion or accidents, and make informed decisions to optimize traffic patterns
and ensure road safety. In workplace environments, CCTV cameras may be used
to monitor employee activities for security, safety, or productivity reasons. However,
it’s essential to balance employee privacy rights with the need for surveillance in
the workplace.

CCTV cameras contribute to public safety by monitoring public spaces such as
streets, parks, and transportation hubs. They help prevent and respond to
incidents such as vandalism, theft, assaults, and acts of terrorism, enhancing
overall public safety and security. In emergencies, such as fires, medical
emergencies, or natural disasters, CCTV cameras can assist emergency responders
by providing real-time information about the situation, helping them coordinate
response efforts effectively and prioritize resources.

With advancements in technology, CCTV systems can now be accessed remotely
via the internet or mobile devices. This enables users to monitor live feeds or review
recorded footage from anywhere, providing increased flexibility and responsiveness
in security management.
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CCTV footage is used to provide evidence for |
investigating crimes or incidents. Video recordings
can capture the sequence of events leading up to an
incident, as well as identify individuals involved
(Figure 1.2). This evidence is invaluable for law
enforcement in solving crimes and bringing
perpetrators to justice.

Figure 1.2: CCTV Video Monitors
DID YOU KNOW?

e Private security has ancient roots, with evidence of private individuals and
groups providing protective services dating back to ancient civilizations such as
Mesopotamia, Egypt, and Greece. Wealthy individuals often hired personal
guards or employed escorts for protection.

e The concept of closed-circuit television (CCTV) was first used for security
purposes in Germany in 1942. It was installed to monitor the launch of V-2
rockets during World War II.

e The Industrial Revolution brought significant changes to the nature of private
security. With the rise of industrialization and urbanization, private security
became increasingly important for protecting factories, warehouses, and other
industrial facilities from theft, sabotage, and labour unrest.

e Advances in technology, including CCTV cameras, access control systems,
biometrics, and digital surveillance, have transformed the capabilities and
effectiveness of private security operations. Technology continues to play an
increasingly important role in the industry's evolution.

e The 20th century saw a significant expansion of the private security industry,
driven by factors such as urbanization, globalization, and technological
advancements. Private security firms diversified their services to include a wide
range of offerings, such as alarm systems, surveillance, executive protection,
and cybersecurity.

e In the 21st century, the private security industry has become increasingly
globalized, with security firms operating across borders and providing services
to multinational corporations, governments, and international organisations.

Benefits of Security

The benefits of security include enhanced safety, protection of assets, prevention
of unauthorized access, and the creation of a secure environment for individuals
and organizations. Let us understand this with an example. Schools are not just
the places where teachers teach and students learn; they are places where young
minds are nurtured and futures are shaped. However, ensuring the safety and
security of students, teachers, and staff within these educational institutions has
become an increasingly pressing concern in today's society.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL



CCTV Video Footage Auditor - Grade XI _

With incidents of violence, bullying, and unauthorized access on the rise,
implementing robust security measures have become imperative to create an
environment conducive to learning and growth. From safeguarding individuals and
property to fostering a culture of discipline and accountability, security measures
play a pivotal role in promoting a safe and supportive learning environment.
Implementing CCTV surveillance systems promotes a safe, secure, and supportive
learning environment for students, prioritizing their well-being and growth. By
examining how security initiatives contribute to preventing incidents, enhancing
emergency preparedness, and nurturing a sense of community in schools we can
gain a deeper understanding of their significance in the educational context.

School Security

School security ensures the safety of students, staff, and visitors by preventing
unauthorized access, addressing potential threats, and fostering a secure learning
environment. The implementation of CCTV surveillance in schools offers a range of
benefits that enhance safety, accountability, and overall efficiency, including the
following key aspects:

i. CCTV security systems serve as a deterrent to unauthorized entry,
enhancing overall safety within the school premises.

ii. Enhanced monitoring of remote entrances and exits through CCTV cameras
strengthens security protocols.

iii. CCTV surveillance ensures accountability in housekeeping duties,
maintaining cleanliness and orderliness.

iv. In emergencies, CCTV security systems facilitate organized evacuation
procedures.

v. Implementation of CCTV surveillance serves to safeguard school property
and swiftly identify individuals involved in vandalism or other illicit activities
CCTV surveillance offers protection for staff vehicles, providing peace of
mind for teachers.

vi. ~ Monitoring teacher attendance and punctuality is streamlined through
CCTV systems, aiding in administrative tasks.

vii.  CCTV cameras play a crucial role in monitoring and preventing instances of
bullying among students, fostering a safer school environment. They
contribute to maintaining discipline and punctuality among students,
encouraging a conducive learning atmosphere.

viii.  CCTV surveillance helps deter and track incidents of student theft, ensuring
the security of personal belongings.
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ix.  Parents are reassured about the safety and conducive learning environment
of the school through the presence of CCTV systems.

CCTV surveillance systems play a vital role in fostering a secure, accountable, and
disciplined environment within schools, ensuring the safety and well-being of
students, staff, and property.

CCTV Video Footage Auditing

CCTV video footage auditing is a process of systematically reviewing, analysing,
and evaluating recorded video data captured by Closed-Circuit Television (CCTV)
cameras. This auditing process serves several purposes, including ensuring
compliance with regulations, identifying security breaches, investigating incidents,
and improving operational efficiency. Yet again, the process goes beyond live
monitoring to detect issues that may be overlooked during live monitoring. It
encompasses the identification of unexpected and unknown issues, as well as those
that automated systems like Video Analytics, Artificial Intelligence, and Machine
Learning might miss. Moreover, by adhering to regular audit cycles as defined by
Standard Operating Procedures (SOPs), organisations can swiftly implement
corrective and preventive actions.

Role and Functions of CCTV Video Footage Auditor

A CCTV Video Footage Auditor plays a critical role in ensuring the integrity,
accuracy, and compliance of recorded surveillance footage. To excel as a CCTV
Video Footage Auditor, it is essential to possess a combination of technical
expertise, legal knowledge, and analytical skills, along with a commitment to
continuous professional development, as outlined below:

i. CCTV systems and technology: One must have a deep understanding of how
CCTV systems work, including the various types of cameras, recording devices,
and monitoring software. This knowledge is essential for effectively retrieving,
reviewing, and analysing video footage.

ii. Knowledge of legal and ethical considerations: Understanding of the legal
and ethical considerations surrounding the use of surveillance cameras. This
includes knowledge of privacy laws, data protection regulations, and best
practices for handling sensitive information.

iii. Attention to detail and analytical skills: As a CCTV Video Footage Auditor,
attention to detail and strong analytical skills are essential. Being able to spot
suspicious behaviour, identify potential security threats, and accurately report
findings is crucial for maintaining the safety and security of the monitored area.

iv. Effective communication and reporting: A CCTV Video Footage Auditor
should possess the ability to communicate findings clearly and effectively. This
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includes writing detailed reports, concisely presenting evidence, and
collaborating with other security professionals to address any issues that may
arise.

v. Technical proficiency: In addition to understanding CCTV systems, a CCTV
Video Footage Auditor must also possess technical proficiency in operating
video surveillance equipment, accessing and reviewing footage, and using
software tools for analysis. This technical knowledge is essential for conducting
thorough audits and investigations.

vi. Continuous learning and professional development: A CCTV Video Footage
Auditor should be committed to continuous learning and professional
development. Staying up-to-date on the latest advancements in CCTV
technology, security protocols, and industry standards is essential for staying
ahead in this rapidly evolving field. A security guard is a person hired to protect
property, people, and assets from theft, vandalism, or harm. Their
responsibilities often include monitoring premises, checking for suspicious
activity, ensuring safety, and enforcing rules or regulations (Figure 1.3).

Meaning of Security

Let us now try to understand the meaning of the
word ‘security’. ‘Security’ is derived from the
Latin word “securas”, which means ‘ree from
danger’ or ‘safe’. Thus, security can be defined as
freedom from exposure to danger; a feeling of
safety and certainty; freedom from anxiety; a
means of protection or arrangement to secure
(safeguard) a property against theft, intrusion,
pilferage or damage; and rendering living beings
safe.

Security is a fundamental aspect of any
organisation's operations, whether it's Figurel.3: Private Security Guard
protecting sensitive information, safeguarding physical assets, or ensuring the
reliability of critical systems. At its core, security revolves around preserving the
confidentiality, integrity, and availability of resources against various threats and
risks. To achieve these objectives, security professionals adhere to a set of
principles that guide their approach to designing, implementing, and managing
security measures.

CCTV Video Footage Auditing

CCTV Video Footage Auditing involves systematically reviewing, analysing, and
documenting surveillance footage to ensure security, identify incidents, and
maintain compliance with legal and operational standards. CCTV video footage
auditing includes the following:
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i. Compliance Checking: CCTV video footage auditing involves verifying that
surveillance activities comply with relevant laws, regulations, and
organisational policies. This includes ensuring that CCTV systems are installed
and operated following legal requirements regarding privacy, data protection,
and surveillance practices.

ii. Security Incident Investigation: Auditing CCTV footage is crucial for
investigating security incidents, such as theft, vandalism, unauthorized access,
or suspicious activities. By reviewing recorded footage, auditors can reconstruct
the sequence of events leading up to an incident, identify individuals involved,
and gather evidence for further investigation or legal proceedings.

iii. Anomaly Detection: Auditors analyse CCTV footage to detect anomalies or
unusual patterns that may indicate security threats or operational issues. This
includes identifying unauthorized personnel in restricted areas, unusual
behaviour patterns, or deviations from normal operating procedures, which
could signify potential security breaches or risks.

iv. Operational Monitoring and Improvement: CCTV video footage auditing is
used to monitor operational activities and identify opportunities for
improvement in various sectors, such as retail, transportation, manufacturing,
and healthcare.

v. By analysing recorded footage, auditors can assess adherence to operational
protocols, identify inefficiencies, and implement measures to enhance
productivity, safety, and customer service.

vi. Quality Assurance: Auditing CCTV footage involves assessing the quality and
reliability of video recordings to ensure that they meet specified standards for
clarity, resolution, frame rate, and storage. This includes checking for technical
issues, such as camera malfunctions, video distortion, or recording errors, and
taking corrective actions to maintain the integrity of surveillance data.

vii. Risk Management: CCTV video footage auditing helps organisations identify
and mitigate security risks by proactively monitoring potential threats and
vulnerabilities.

By regularly reviewing recorded footage, auditors can assess the effectiveness of
security measures, identify areas of weakness, and implement preventive measures
to reduce the likelihood of security incidents or breaches.

Terminologies

Terminologies refer to the specialized vocabulary and key concepts used in a CCTV
video footage auditing, to enhance understanding and communication. Here is a
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list of essential terms related to private security systems and CCTV video footage
auditing systems:

i.  Access Control: The process of regulating who can enter or exit a physical
space, typically through mechanisms like key cards, biometric scanners, or
codes.

ii.  Alarm System: A network of sensors and devices that detect and alert users
to security breaches, including door/window contacts, motion detectors,
and glass break sensors.

iii.  Amalytics: Advanced software features that analyse video footage for specific
behaviours or events, such as object detection, facial recognition, or license
plate recognition.

iv.  Asset Protection: Strategies and measures implemented to safeguard
valuable physical assets, such as equipment, inventory, or intellectual

property.

v. Biometric Security: Security measures that use unique biological
characteristics, such as fingerprints, iris patterns, or facial recognition, for
authentication and access control.

vi. Camera: The device used to capture video footage in a Closed-Circuit
Television (CCTV) system.

vii. CCTV Monitoring: Real-time observation of surveillance camera feeds to
detect and respond to security incidents.

viii. CCTV Video Footage Auditing: The systematic review, analysis, and
evaluation of recorded video data captured by Closed-Circuit Television
(CCTV) and other surveillance cameras. This auditing process involves
examining footage to ensure compliance with regulations, identify security
breaches, investigate incidents, and improve operational efficiency. CCTV
video footage auditing goes beyond real-time monitoring to analyse recorded
footage for anomalies, unauthorized activities, and operational issues,
contributing to the overall effectiveness of security measures and risk
management.

ix. CCTV: Abbreviation for Closed-Circuit Television, referring to a system
where video surveillance is conducted using cameras connected to a
monitoring system.

x. Chain of Custody: The chain of custody refers to the documentation and
procedures used to track and protect the integrity of CCTV footage as

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL



CCTV Video Footage Auditor - Grade XI

evidence in legal proceedings. Maintaining a clear chain of custody is
essential for ensuring the admissibility of footage in court.

xi.  Cloud Storage: Offsite storage of recorded video footage on remote servers
accessed via the internet.

xii. = Compression: The process of reducing the size of video files to save storage
space, often achieved using codecs like H.264 or H.265.

Xiii. Criminal: A criminal is someone who breaks the law.

xiv.  DVR/NVR: Digital Video Recorder (DVR) or Network Video Recorder (NVR) is
the device that records and stores video footage from the cameras.

xv. Emergency Response Plan: Procedures and protocols outlining actions to
be taken in the event of security breaches, natural disasters, or other
emergencies.

xvi. Field of View (FOV): The area visible to the camera lens, typically measured
in degrees.

xvii. Frame Rate: The number of individual images (frames) captured by the
camera per second. Common frame rates include 30fps (frames per second)
or 60fps.

kviii.  Infrared (IR): Infrared is electromagnetic radiation (EMR) with wavelengths
longer than that of visible light but shorter than microwaves. A technology
is used in cameras to capture video footage in low-light or night-time
conditions by emitting infrared light.

xix. Intrusion Detection System (IDS): It is a system designed to detect
unauthorized entry or intrusion into a secured area and trigger an alarm or
alert.

xx. Internet Protocol Camera: An Internet Protocol (IP) Camera is a type of
camera that can send and receive data over a computer network, typically

via Ethernet or Wi-Fi.

xxi. Key Control: Policies and procedures for managing the distribution,
tracking, and retrieval of keys to restricted areas.

xxii.  Live View: Real-time monitoring of video footage from CCTV cameras.

xxiii. Local Storage: Storage space within the DVR/NVR where recorded video
footage is stored.
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xxiv. Lockdown Procedures: Protocols for securing a facility in response to a
threat or emergency situation, including procedures for sheltering in place
and restricting movement.

xxv. Locks and Keys: Physical mechanisms used to secure doors, cabinets, and
other access points.

xxvi. Media Access Control: A media access control is a network data transfer
policy that determines how data is transmitted between two computer
terminals through a network cable.

xxvii. Metadata: Metadata provides additional information about the footage, such
as timestamps, camera locations, and other relevant data. This metadata is
crucial for organizing and searching through large amounts of footage
efficiently.

xxviii. Motion Detection: A feature in CCTV systems that detects movement within
the camera's field of view and triggers recording or alerts.

xxix. Open Systems Interconnection (OSI): The Open Systems Interconnection
(OSI) model is a conceptual framework used to understand and describe the
functions of a networking system. It serves as a guideline for how different
networking protocols should interact within a network environment.

xxx. Perimeter Security: Measures implemented to protect the outer boundaries
of a facility or property, such as fences, gates, barriers, or walls.

xxxi. Physical Barriers: Obstacles or structures used to prevent unauthorized
access, such as bollards, barricades, or vehicle barriers.

xxxii. Playback: Viewing recorded video footage from the DVR/NVR.

xxxiii. Pranksters: People, who make hoax bomb calls for the sake of fun or
adventure, are included in the group of pranksters. They disrupt the activity
in the organization, thereby, causing losses.

xxxiv. Privacy Masking: A feature in CCTV systems that allows users to block out
certain areas within the camera's field of view to protect privacy.

xxxv. Protesters: These could be people living in a neighbourhood who might be
facing problems (such as air pollution or contaminated water) due to the
organization.

xxxvi. PTZ: Pan-Tilt-Zoom, refers to cameras with the ability to pan (move
horizontally), tilt (move vertically), and zoom in/out remotely.
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xxxvii. Redundancy: Redundancy refers to the practice of creating backups of
CCTV footage to ensure that critical evidence is not lost in case of equipment
failure or tampering.

xxxviii. Resolution: The clarity and detail of the video image captured by the
camera, often measured in pixels.

xxxix.Security Guards: Trained personnel responsible for patrolling, monitoring
surveillance feeds, and responding to security incidents.

x1.Security Lighting: [llumination strategically placed to deter intruders and
enhance visibility in dimly lit areas.

xli.Security Policies: Established rules and procedures governing physical
security practices within an organization.

xlii. Surveillance Cameras: Cameras strategically placed to monitor and record
activities in and around a facility.

xliii. Vandal-proof: Cameras designed to withstand tampering or vandalism in
outdoor or high-risk environments.

xliv. Visitor Management System: Software or processes used to register, track,
and manage visitors entering a facility, including issuing temporary badges
and recording visitor information.

xlv.Wide Dynamic Range: A feature in cameras that helps capture clear images
in scenes with high contrast or uneven lighting conditions.

Activity 1: CCTV Video Footage Auditing and Security Procedures
Materials Required

e Computer or Laptop with video playback software.

e Sample CCTV footage (real-world scenarios like ATM booth, school, public
area, or workplace).

e Pen and notebook for taking notes.

e Checklist for auditing (e.g., compliance, anomalies, and incident tracking).

e Access to regulations/policies for CCTV use.

e Demonstration on DVR/NVR operations.
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Procedure

e Brief participants about CCTV systems, their importance, and the role of
auditing.

e Familiarize them with terminologies and tools like DVR/NVR and analytics
software.

e Provide sample CCTV footage.

e Ask participants to observe for specific incidents, anomalies, or suspicious
activities.

e Use checklists to track compliance, operational efficiency, or violations.

e Conduct a discussion on findings.

e Encourage participants to categorize incidents and suggest improvements.

e Prepare a short report on the identified security lapses or efficiency
insights.

e Summarize the role of auditing in improving security.

e Highlight the importance of attention to detail and accurate reporting.

Check Your Progress

A. Multiple Choice Questions

1. What is the purpose of access control in a security system?
(a) To monitor surveillance feeds
(b) To regulate who can enter or exit a physical space
(c) To compress video files
(d) To detect motion within the camera's field of view

2. What technology is used in cameras to capture video footage in low-light or
night-time conditions?
(@) Infrared (IR)
(b) Biometric security
(c) Wide Dynamic Range
(d) Motion detection

3. What does DVR stand for in the context of video surveillance?
(a) Digital Video Recorder
(b) Dual Verification Recording
(c) Data Visualization Retrieval
(d) Dynamic Video Resolution

4. What does PTZ stand for in the context of surveillance cameras?
(a) Perimeter Tracking Zone
(b) Pan-Tilt-Zoom
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(c) Privacy Tracking Zone
(d) Peripheral Targeting Zoom

S. What is the purpose of compression in video surveillance?
(a) To regulate access control
(b) To reduce the clarity and detail of video images
(c) To enhance visibility in dimly lit areas
(d) To reduce the size of video files to save storage space

6. What is the function of security guards in a security system?
(a) To capture video footage
(b) To issue temporary badges to visitors
(c) To regulate access control
(d) To patrol, monitor surveillance feeds, and respond to security incidents

7. What technology is used in cameras to capture clear images in scenes with
high contrast or uneven lighting conditions?
(a) Infrared (IR)
(b) Wide Dynamic Range
(c) Motion detection
(d) Compression

8. What feature in cameras helps detect unauthorized entry or intrusion into a
secured area?
(a) Motion detection
(b) Alarm system
(c) Field of View (FOV)
(d) D) Analytics

9. What is the primary purpose of CCTV Video Footage Auditing?
(a) To regulate who can enter or exit a physical space
(b) To monitor surveillance camera feeds in real-time
(c) To review, analyse, and evaluate recorded video data captured by CCTV
cameras
(d) To detect and respond to security incidents in outdoor environments

Session 2: Principles of Security

The principles of security are fundamental concepts and guidelines that serve as
the foundation for designing, implementing, and maintaining systems to protect
individuals, assets, information, and infrastructure from threats and
vulnerabilities. These principles ensure a holistic approach to security by
addressing various aspects of protection, detection, and response.
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In a rapidly changing social and technological environment, understanding
security aspects and actions is important for improving security. With cyber threats
on the rise and the need for secure systems becoming more important than ever,
having a solid grasp of security principles is essential. The basic objective of
providing security is to prevent crime against persons, property, and proprietary
information. Security provides a safe and danger-free environment so that people
can conduct their daily chores and businesses without fear.

Physical security principles are fundamental concepts and practices designed to
safeguard personnel, assets, and property
from unauthorized access, theft, vandalism,
or harm. These principles serve as a
framework for establishing effective security
measures and protocols to protect physical
spaces and resources. A security locker is a
secure storage compartment designed to
protect valuable items, documents, or
personal belongings from theft, damage, or
unauthorized access (Figure 1.4). The key
principles of physical security are as follows:

Figure 1.4: Security Locker

Access Control

Access control is the process of regulating who can enter or exit a physical space.
It involves implementing mechanisms such as locks, key cards, biometric scanners,
or PIN codes to control access to buildings, rooms, or specific areas within a facility.
Access control ensures that only authorized individuals or entities are granted
entry, helping prevent unauthorized access and enhance overall security.

Perimeter Security

When it comes to safeguarding your property, perimeter security plays a crucial
role. It involves implementing measures to protect the outer boundaries of your
premises, acting as the first line of defense against potential threats. By creating a
robust perimeter security system, one can deter intruders and unauthorized
access, ensuring the safety of your assets and occupants. Perimeter security
involves measures implemented to protect the outer boundaries of a facility or
property. This may include the installation of fences, gates, barriers, walls, or
natural barriers such as landscaping features. Perimeter security aims to deter
intruders from accessing the premises and serves as the first line of defense against
unauthorized entry. The components of an effective perimeter security system
include the following:

1. Fencing Solutions: Installing sturdy fences around your property acts as a
physical barrier, making it harder for intruders to breach your perimeter.
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2. Surveillance Technology: Utilizing CCTV cameras, motion sensors, and
alarms can enhance your perimeter security by providing real-time monitoring
and alerts in case of any suspicious activity.

3. Access Control Systems: Implementing access control tools such as gates,
keycards, or biometric scanners helps in regulating entry and exit points,
allowing only authorized individuals to enter the premises.

4. Lighting Fixtures: Adequate lighting around the perimeter can deter potential
threats by eliminating dark spots where intruders can hide.

S. Surveillance: Surveillance involves the strategic placement of cameras to
monitor and record activities in and around a facility. Surveillance systems
may include CCTV cameras, motion detectors, and other sensor technologies.
Surveillance enables real-time monitoring of security events, identification of
suspicious behaviour, and the collection of evidence in case of security
incidents.

6. Intrusion Detection: Intrusion detection systems (IDS) are designed to detect
unauthorized entry or intrusion into a secured area. These systems utilize
sensors, alarms, and other detection mechanisms to alert security personnel
or trigger automated responses when unauthorized activity is detected.
Intrusion detection helps mitigate the risk of security breaches by providing
early warning of potential threats.

7. Asset Protection: Asset protection aims to minimize the risk of theft, damage,
or loss of valuable assets, thereby preserving their integrity and value to the
organisation. Asset protection involves strategies and measures implemented
to safeguard valuable physical assets, including equipment, inventory,
intellectual property, and sensitive information. This may include physical
security measures such as secure storage areas, surveillance cameras, access
controls, and employee training on asset handling procedures.

8. Emergency Response Planning: Emergency response planning involves
developing procedures and protocols for responding to security breaches,
natural disasters, or other emergencies. This includes establishing evacuation
procedures, communication protocols, emergency contact information, and
designated roles and responsibilities for personnel. Effective emergency
response planning helps minimize the impact of emergencies on personnel,
assets, and operations and ensures a coordinated and timely response to
crises.

Principles of Information Security
Information security, often abbreviated as InfoSec, refers to the practice of

protecting information and information systems from unauthorized access, use,
disclosure, disruption, modification, or destruction. It encompasses various
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measures, policies, procedures, and technologies designed to safeguard sensitive
data and ensure the confidentiality, integrity, and availability of information. It is
a continuous process that requires collaboration, vigilance, and adaptation to
evolving threats and technologies.

i. Authorisation: Authorisation determines the permissions and privileges
granted to authenticated users or entities. It specifies what actions or
operations users are allowed to perform within a system or application.

ii.  Least Privilege: The principle of least privilege states that users should only
be granted the minimum level of access necessary to perform their job
functions. It helps minimize the risk of unauthorized access and limits the
potential impact of security incidents.

iii. Authentication: Authentication verifies the identity of users or entities
attempting to access a system or resource. Authentication mechanisms
include passwords, biometrics, smart cards, and multi-factor
authentication.

iv. Confidentiality: This principle ensures that sensitive information is
accessible only to authorized individuals or systems. It involves protecting
data from unauthorized access, disclosure, or modification. Measures to
achieve confidentiality include encryption, access controls, and data
classification.

v. Integrity: Integrity ensures that data remains accurate, complete, and
reliable throughout its lifecycle. It involves preventing unauthorized or
unintentional changes to data. Techniques for ensuring integrity include
data validation, checksums, and digital signatures.

vi. Accountability: Accountability holds individuals or entities responsible for
their actions and activities within a system. It involves logging and auditing
events, changes, and transactions to track who did what, when, and why.

vii. Defence-in-Depth: Defence-in-depth is a layered security approach that
employs multiple, overlapping security measures to protect systems and
data. It recognizes that no single security measure is fool proof and aims to
provide resilience against a wide range of threats.

Activity 1: School security assessment and enhancement planning

Materials Required

e Printed Physical Security Checklist (includes areas like access control,
surveillance, perimeter security, asset protection).
e Pens, clipboards, or tablets for note-taking.
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e Floor plan or layout of the school premises.

e Camera or smartphone for photo documentation (optional).
e Whiteboard or chart paper for presenting findings.

Procedure

e Divide participants into groups, each assigned to a specific area (e.g.,
classroom, library, computer lab).

e Provide the physical security checklist and explain how to use it for
identifying vulnerabilities.

e Groups will inspect their assigned areas, evaluating aspects like:
= Access points and control measures.
= Effectiveness of CCTV coverage and surveillance.
= Asset protection measures (e.g., locked cabinets, equipment security).

e Perimeter security (e.g., fences, alarms, or physical barriers).

e Groups record findings and note potential security gaps.

e Each group presents their findings, including identified vulnerabilities and
proposed solutions (e.g., installing better locks, repositioning cameras).

e Facilitate a class discussion on the practicality and effectiveness of the
suggested measures, encouraging critical thinking and collaboration.

Activity 2: Building digital safety skills: cybersecurity awareness

Materials Required

e Projector or screen for presentations.

e Presentation slides or handouts on cybersecurity principles and tips.
o Case studies or articles about real-world cybersecurity incidents.

e Whiteboard or flip chart for summarizing group discussion points.

e Worksheets with cybersecurity scenarios for group activities.

Procedure
Step 1: Workshop Introduction

e The teacher provides an overview of cybersecurity and its importance.

e Discuss key concepts like information security, data privacy, and online
threats.

e Distribute handouts or share slides summarizing principles of safe online
practices.

Step 2: Group Discussion

e Divide students into small groups to analyse real-world examples of
cybersecurity breaches (e.g., phishing scams, ransomware attacks).
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e Each group discusses the implications of these incidents and presents
lessons learned.

e Highlight how information security impacts daily life, such as protecting
personal data and financial security.

Step 3: Interactive Learning and Tips

¢ Introduce practical steps to enhance online security:

e Creating strong passwords.

e Enabling two-factor authentication.

e Updating software regularly.

e Avoiding phishing scams.

e Conduct a brief quiz or role-play activity where students identify security
threats in provided scenarios.

Check Your Progress

A. Multiple Choice Questions

1. What is the purpose of access control in physical security?
(a) To monitor security events
(b) To regulate who can enter or exit a physical space
(c) To encrypt sensitive information
(d) To detect unauthorized access attempts

2. Which principle of physical security involves measures implemented to protect
the outer boundaries of a facility?
(a) Surveillance
(b) Intrusion Detection
(c) Perimeter Security
(d) Asset Protection

3. What is the primary function of intrusion detection systems (IDS) in physical
security?
(@) To monitor surveillance cameras
(b) To control access to buildings
() To detect unauthorized entry or intrusion
(d) To safeguard valuable assets

4. What does asset protection in physical security aim to minimize?
(a) Unauthorized access
(b) Damage to property
(c) Data breaches
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(d) Loss of sensitive information

S. Which aspect of physical security involves developing procedures for
responding to security breaches and emergencies?
(a) Access Control
(b) Surveillance
(¢) Intrusion Detection
(d) Emergency Response Planning

6. What does the principle of least privilege state regard user access?
(a) Users should have maximum access privileges.
(b) Users should have access to all system resources.
(c) Users should only be granted the minimum level of access necessary.
(d) Users should have access to all data without restrictions.

7. What is the purpose of authentication in information security?
(a) To regulate who can enter or exit a physical space
(b) To verify the identity of users or entities
() To monitor security events in real-time
(d) To safeguard valuable assets from theft or damage

8. Which information security principle ensures that sensitive information is
accessible only to authorized individuals or systems?
(a) Authorization
(b) Least Privilege
(c) Confidentiality
(d) Integrity

9. What does integrity ensure in information security?
(@) That data remains accurate and reliable
(b) That data is accessible only to authorized users
(c) That data is encrypted during transmission
(d) That users are granted appropriate access privileges
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Session 3: Difference between Public and Private Security

There are two main security divisions in India,
public and private. Public agencies provide
security services that are exclusively funded by
the Central or State governments in the public
interest. These agencies include security forces
of the Central and State governments. Private
security is provided by private agencies to
clients for a fee. Patrolling police are officers who
actively monitor areas on foot, by vehicle (Figure
1.5), or other means to maintain public safety,
deter crime, and respond to emergencies.

Public security refers to the collective ~ Figure 1.5: Police patrolling in cars
efforts and measures undertaken by

governments, law enforcement agencies, and communities to ensure the safety,
protection, and well-being of individuals, communities, and public spaces. It
encompasses a wide range of activities and initiatives aimed at preventing crime,
maintaining order, responding to emergencies, and promoting public safety and
security. The police, for example, protect public properties and citizens, and enforce
laws and administrative regulations.

The Central Industrial Security Force (CISF) protects public and private properties,
such as airports. The Railway Protection Force (RPF) protects the Indian Railways
and ensures the safety of citizens travelling in trains and those present at railway
stations. The Home Guard is a paramilitary police force in India, which is tasked
as an auxiliary to the State police and helps in the maintenance of law and order
and ensures internal security and community service in emergency situations,
such as fire, cyclone, earthquake, epidemic, etc.

Key Aspects of Public Security

Key aspects of public security include maintaining law and order, protecting
citizens and property, preventing crime, ensuring emergency preparedness, and
fostering community trust through effective communication and surveillance
systems. Key aspects of public security include:

i. Law Enforcement: Law enforcement agencies play a crucial role in
maintaining public security by enforcing laws, apprehending criminals, and
preventing criminal activities. This includes police departments, and other
law enforcement entities responsible for patrolling, conducting
investigations, and maintaining public order.
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ii. Emergency Response: Public security involves effective emergency
response capabilities to address crises, disasters, and emergencies. This
includes emergency medical services, fire departments, and other first
responders who assist in dealing with accidents, natural disasters, terrorist
attacks, and other emergencies.

iii. Crime Prevention: Public security efforts focus on preventing crime through
proactive measures, such as community policing, crime prevention
programmes. These efforts aim to reduce crime rates, enhance public safety,
and build trust and cooperation between law enforcement agencies and
communities.

iv.  Surveillance and Monitoring: Public security involves the use of
surveillance technologies, such as closed-circuit television (CCTV), video
monitoring, and digital surveillance systems, to monitor public spaces, deter
criminal activities, and gather evidence for investigations.

v. Border Security: Maintaining border security is essential for controlling the
flow of people, goods, and contraband across national borders. Border
security measures include border patrols, immigration enforcement,
customs inspections, and border control policies aimed at preventing illegal
immigration, human trafficking, and smuggling.

vi. Cybersecurity: In an increasingly digital world, public security also
encompasses cybersecurity measures to protect critical infrastructure,
government systems, and private networks from cyber threats, hacking
attacks, and data breaches. This includes cybersecurity policies, incident
response procedures, and public awareness campaigns to educate
individuals and organisations about online risks.

vii. Counterterrorism: Public security efforts address the threat of terrorism
through counterterrorism measures, intelligence gathering, and law
enforcement actions aimed at disrupting terrorist networks, preventing
attacks, and protecting vulnerable targets. This includes cooperation
between national security agencies, international partnerships, and efforts
to counter radicalization and violent extremism.

viii. Disaster Preparedness and Response: Public security involves preparing
for and responding to natural disasters, public health emergencies, and
other large-scale crises that pose risks to public safety and security. This
includes disaster preparedness planning, emergency management
coordination, and community resilience initiatives to minimize the impact of
disasters and ensure effective response and recovery efforts.

ix. Community Engagement and Crime Prevention: Public security agencies
engage with communities to build trust, gather intelligence, and collaborate
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on crime prevention initiatives. They may conduct outreach programs,
neighbourhood patrols, and community policing efforts to address local
concerns and reduce crime rates.

Private Security

Private security means security provided by a - — —
person, other than a public servant, to protect or |
guard people or property or both (Figure 1.6).
Private security is provided by private agencies to
clients for a fee. The private security industry
includes all types of private organisations and
individuals providing all types of security-related
services, such as investigation, guard, patrol, lie
detection, alarm and armoured transportation. Figure 1.6: Private Security

Many security agencies have diversified into providing services like manned
guarding, cash handling, electronic security management, security consulting and
security training. Private security firms often employ security guards who are
responsible for patrolling, monitoring, and safeguarding properties, facilities, and
assets. Security guards may perform duties such as access control, perimeter
security, surveillance, and responding to security incidents. Private security
companies may provide alarm monitoring services for residential and commercial
properties. This includes monitoring alarm systems for intrusions, fires, or other
emergencies and dispatching security personnel or emergency responders to the
scene as needed.

Private security firms offer executive protection services for high-profile individuals,
celebrities, corporate executives, and dignitaries. This includes providing close
protection agents, bodyguards, and security details to ensure the safety and
security of their clients in various environments.

Private security firms provide security services for events, gatherings, and public
functions to ensure crowd control, prevent disruptions, and maintain order. This
includes securing venues, managing access points, and providing security
personnel to oversee event security operations.

Private security firms specialize in cybersecurity services to protect organisations'
digital assets, networks, and information systems from cyber threats, hacking
attacks, and data breaches. This includes cybersecurity consulting, risk
assessments, penetration testing, and incident response services.

Ethical and Legal Considerations

The ethical and legal considerations inherent in both public and private security is
crucial for ensuring that security operations are conducted in a manner that
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upholds fundamental rights, legal standards, and ethical principles. Discipline in
public and private security refers to the adherence to rules, regulations, and
standards of conduct by law enforcement personnel and agencies. Maintaining
discipline is essential for ensuring professionalism, effectiveness, and public trust
in the functioning of public security entities.

Code of Conduct

Both public and private agencies typically have a code of conduct that outlines
expected behaviours and standards for officers. This code covers aspects such as
integrity, honesty, respect for human rights, and impartiality in carrying out duties.

Supervision and Accountability

Supervisors play a crucial role in maintaining discipline by providing oversight,
guidance, and corrective action when necessary. Accountability mechanisms,
including internal affairs divisions and civilian oversight boards, ensure that
officers are held accountable for misconduct or violations of policies. Leaders within
law enforcement agencies must exemplify ethical behaviour and provide strong
leadership to instil discipline throughout the organisation. Ethical leadership sets
the tone for professionalism, integrity, and accountability among all personnel.

Fair and Transparent Discipline Procedures

Law enforcement agencies must have fair and transparent procedures for
addressing disciplinary issues. This includes conducting impartial investigations,
providing due process rights to officers accused of misconduct, and imposing
appropriate sanctions for violations.

Zero Tolerance for Abuse of Authority

Discipline requires a zero-tolerance approach to the abuse of authority or excessive
use of force by law enforcement personnel. Officers who engage in misconduct,
such as brutality, corruption, or discrimination, must face swift and severe
consequences to maintain public trust and integrity within the agency.

Use of Force: The use of force refers to the application of physical power or
authority by law enforcement or security personnel to ensure compliance, maintain
order, or protect individuals and property, guided by legal and ethical standards.

i.  Public Security: Public security entities, such as law enforcement agencies,
are authorized to use force when necessary to maintain public order, enforce
laws, and protect individuals (Fi. However, this use of force must be
proportionate to the threat faced, and officers are expected to employ de-
escalation techniques, when possible, to minimize harm.
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ii.  Private Security: Private security personnel may also need to use force in
certain situations, such as detaining trespassers or responding to threats
against clients or property. However, they must adhere to legal standards
governing the use of force and exercise restraint to avoid excessive or
unjustified force.

Respect for Individual Rights

i. Public Security: Public security agencies are bound by legal and
constitutional protections that safeguard individual rights, such as the right
to privacy, freedom of speech, and protection against unreasonable searches
and seizures. Officers must respect these rights while carrying out their
duties and ensure that their actions are lawful and justified.

ii. Private Security: Private security entities must also respect the rights of
individuals, including clients, employees, and members of the public. This
includes respecting privacy rights, maintaining confidentiality, and avoiding
discriminatory practices in their operations.

Adherence to Legal Constraints

i. Public Security: Public security agencies operate within a legal framework
defined by statutes, regulations, and constitutional provisions. They must
adhere to these legal constraints in all aspects of their work, including
conducting investigations, making arrests, and using surveillance
techniques.

ii. Private Security: Private security firms are subject to various legal
constraints, including licensing requirements, contractual obligations, and
liability for negligence or misconduct. They must comply with relevant laws
and regulations governing their operations, such as those related to data
protection, employment practices, and the use of surveillance technology.

Accountability and Oversight

i. Public Security: Public security agencies are subject to oversight
mechanisms designed to ensure accountability and transparency in their
actions. This may include internal review processes, civilian oversight
boards, and external investigations by independent bodies.

ii.  Private Security: Private security firms are accountable to their clients for
delivering contracted services effectively and ethically. They may also be
subject to policies for regulatory measures issued by government agencies
responsible for licensing and regulating the private security industry.
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Difference between Public and Private Security

Private security plays a crucial role in ensuring the safety and security of
individuals, businesses, and communities. Understanding the role and functions
of public and private security is essential for anyone working in the security
industry. The differences between the roles and responsibilities of public and
private security entities are given in Table 1.1.

Table 1.1: Differences between the roles and responsibilities of public and
private security

Aspect Public Security Private Security
Primary Function | Enforcing laws, Protecting private property,
maintaining public order, | assets, and individuals.
preventing and
investigating crimes.

Areas of Public spaces, critical Businesses, residences,

Operation infrastructure, and events, private institutions
government facilities. (e.g., retail stores, office

buildings, residential
complexes).

Emergency Responding to natural Providing emergency response

Response disasters, accidents, and services tailored to client
emergencies. needs.

Community Engaging with Client-specific services, such

Engagement communities to build as executive protection,
trust, gather intelligence, security escorts, and
and prevent crime. consulting.

Legal Authority The authority is granted Operate under contractual
by government through agreements with clients.
legislation.

Protection Focus | Public safety and order Protection of private property,
within the community. assets, and individuals.

Security Guard Patrolling, monitoring, Providing security guards for

Services and deterring criminal premises, access control,
activity in public spaces. crowd management,

emergency response.

Investigative Conducting investigations | Investigating employee

Services into crimes, gathering misconduct, theft, fraud,
evidence, and supporting | intellectual property violations,
legal proceedings. providing intelligence to

support legal or disciplinary
actions.

Accountability Accountable to the Accountable to clients for

government and public for | delivering contracted services
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upholding legal standards
and human rights.

and adhering to agreed-upon
standards.

Funding Source

Funded by taxpayers
through government
budgets.

Funded by clients through
service fees.

Adherence to
Legal Standards

Must operate within legal
frameworks, respecting
constitutional protections
and individual rights.

Must comply with laws and
regulations relevant to security
operations, as well as
contractual obligations to
clients.

Collaboration
and Cooperation

Collaboration with other
public agencies and
community organisations.

May collaborate with public
security entities in specific
contexts (e.g., joint security
operations for events), as well
as with other private security
firms for specialized services.

Training and
Quualifications

Training is provided by
government agencies,
often including rigorous
academy programmes.

Varied training and
certification requirements,
often tailored to specific roles
and client needs.

Activities

Procedure

Materials Required:

or online resources).

Step 1: Workshop Introduction

Activity 1: Exploring roles and responsibilities in public and private security

e Presentation materials (chart paper, markers, laptops, or tablets).
e Reference materials on public and private security roles (handouts, articles,

e Examples and case studies of security initiatives or incidents.
e Projector or display board for presentations.

e Begin with an overview of public and private security roles, highlighting
their responsibilities in ensuring safety and security.

e Discuss key concepts such as law enforcement, private security services,
surveillance, and community safety.
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Step 2: Group Activity

e Divide participants into groups and assign each a specific aspect of security
(e.g., roles of public law enforcement, private security in commercial spaces,
use of technology in security).

e Each group creates a poster or presentation highlighting:

e Their assigned security aspect.

e Its importance in maintaining safety.

e Real-world examples or case studies to illustrate its application.

Step 3: Presentation and Discussion

Groups present their work to the class, explaining key features and significance.
Facilitate a discussion to compare the roles of public and private security, their
collaboration, and challenges.

Activity 2: Security Simulation Exercise

Materials Required:

e Scenario scripts for simulated incidents (e.g., burglary, fire, cyber-attack,
public disturbance).

e Relevant props such as fake alarms, fire extinguishers, role identifiers (e.g.,
badges for roles like security personnel or first responders).

e Access to a controlled environment like a school auditorium or virtual
simulation platform.

e Communication devices (e.g., walkie-talkies or smartphones) for
coordination.

e Evaluation sheets to assess responses and strategies.

Procedure:

e Organize a security simulation exercise to get hands-on experience in
responding to security threats and emergencies.

e Create scenarios that simulate different security incidents, such as a
burglary, fire, cyber-attack, or public disturbance.

e Conduct the simulation in a controlled environment, such as the school
premises or a virtual platform, and provide students with relevant props,
equipment, and resources to enact their roles effectively.
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Check Your Progress

A. Multiple Choice Question

1. What is the primary difference between public and private security in India?
(a) Funding source
(b) Scope of authority
(c) Size of the organisation
(d) Geographic coverage

2. Which agency in India is responsible for providing security at airports?
(a) Central Industrial Security Force (CISF)
(b) Railway Protection Force (RPF)
(c) Home Guard
(d) Police Department

3. Which aspect of public security involves measures to prevent crime through
proactive community engagement?
(a) Law enforcement
(b) Emergency response
(c) Crime prevention
(d) Surveillance and monitoring

4. What role do private security firms play in cybersecurity?
(a) Preventing natural disasters
(b) Protecting digital assets and networks
(c) Ensuring border security
(d) Providing emergency medical services

S. What ethical principle ensures that law enforcement agencies respect individual
rights while carrying out their duties?
(a) Zero tolerance for abuse of authority
(b) Adherence to legal constraints
(c) Use of force
(d) Respect for individual rights

6. What ethical principle ensures that law enforcement agencies respect individual
rights while carrying out their duties?
(a) Zero tolerance for abuse of authority
(b) Adherence to legal constraints
(c) Use of force
(d) Respect for individual rights

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV Video Footage Auditor - Grade XI

Session 4: Structure and Functions of Private Security

in India

Private security services in India are primarily provided by registered Private Security
Agencies (PSAs). They play a vital role in safeguarding businesses, individuals, and
infrastructure in India. Governed by the Private Security Agencies (Regulation) Act,
2005 (PSARA), these agencies operate under specific licensing and regulatory
frameworks aimed at ensuring professionalism, accountability, and adherence to
legal standards.

The Private Security Agencies (Regulation) Act, 2005, mandates that any entity
intending to provide security services for commercial purposes must obtain a license
from the respective State Government's controlling authority. This requirement
applies to both existing and newly established private security agencies. The
licensing process involves stringent scrutiny of the agency's infrastructure,
personnel, training procedures, and compliance with regulatory standards. Under
PSARA, certain eligibility criteria must be met by individuals and entities seeking
licenses to operate as private security agencies. These criteria typically include
financial stability, background verification of the management, adherence to
prescribed training standards for security personnel, and the possession of
necessary infrastructure and equipment to carry out security operations effectively.

Furthermore, PSARA stipulates several regulatory requirements that licensed private
security agencies must comply with. These include the following:

i. Background Checks: Thorough background verification of all employees,
including security guards, supervisors, and management personnel, to
ensure their reliability and integrity.

ii. Training Standards: Compliance with prescribed training modules for
security personnel to equip them with the necessary skills and knowledge to
handle various security challenges effectively.

ili. - Code of Conduct: Adherence to a code of conduct that outlines ethical
standards, professionalism, and respect for human rights in the execution of
security duties.

iv. Compliance Reporting: Submission of regular reports and compliance
documents to the designated regulatory authorities, demonstrating adherence
to legal and operational standards.
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v. Monitoring and Oversight: Regular monitoring and oversight by the State
Government's controlling authority to ensure compliance with licensing
conditions and regulatory requirements.

vi.  Non-compliance with the provisions of PSARA can lead to penalties, including
fines, suspension, or revocation of the private security agency's license,
emphasizing the importance of adherence to regulatory standards by private
security agencies operating in India.

vii. Role and Functions of Private Security in India

The role and functions of Private Security in India are as follows:

i. Physical Security: Private security agencies provide physical security
services to protect properties, facilities, and assets from theft, vandalism, and
unauthorized access. Security guards conduct patrols, monitor surveillance
systems, and enforce access control measures to maintain security.

ii. Ewvent Security: Private security firms offer event security services for public
gatherings, corporate events, and social functions. Security personnel
manage crowd control, oversee access points, and ensure the safety and
security of attendees.

iii. Executive Protection: Private security agencies provide executive protection
services for high-profile individuals, celebrities, corporate executives, and
dignitaries. Close protection agents and security details are deployed to
ensure the safety and security of clients in various environments.

iv. Retail Loss Prevention: Private security personnel are employed by retail
businesses to prevent theft, shoplifting, and inventory shrinkage. Retail
security officers conduct surveillance, monitor customer behaviour, and
enforce store policies to protect merchandise and assets.

v. Cybersecurity Services: Some private security firms specialise in
cybersecurity services to protect organisations' digital assets, networks, and
information systems from cyber threats, hacking attacks, and data breaches.
This includes cybersecurity consulting, risk assessments, penetration testing,
and incident response services.

vi. Consulting and Risk Assessment: Private security consultants assess
security risks, vulnerabilities, and threats faced by individuals, businesses,
or organisations. They provide recommendations and develop security plans,
policies, and strategies to mitigate risks and enhance security measures.

vii. Alarm Monitoring and Response: Private security companies may offer
alarm monitoring services for residential and commercial properties. This
includes monitoring alarm systems for intrusions, fires, or other emergencies
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and dispatching security personnel or emergency responders to the scene as
needed.

viii. Training and Development: Private security agencies conduct training
programmes for security personnel to equip them with the necessary skills
and knowledge to perform their duties effectively. Training modules cover
areas, such as security procedures, emergency response, and customer
service.

Jobs in Private Security Agencies

Jobs in private security agencies include roles such as security guards, surveillance
operators, security consultants, loss prevention officers, and risk assessment
specialists, all aimed at protecting people, property, and assets from threats and
vulnerabilities. Some key areas include:

i. Security Consultants: Some private security agencies offer security
consulting services to assess security risks, develop security plans, and
provide recommendations to clients. Security consultants may specialize in
areas, such as threat assessment, risk management, and security technology
solutions.

ii. Private Investigator: Private investigators conduct investigations into
various matters, such as fraud, theft, background checks, and surveillance.
They gather

iii.  evidence, interview witnesses, and analyse information to support legal or
security-related cases.

iv.  Cybersecurity Specialist: With the increasing threat of cyberattacks, private
security agencies also hire cybersecurity specialists to protect digital assets,
networks, and information systems. These professionals implement security
measures, monitor for cyber threats, and respond to incidents to safeguard
against data breaches and cyber threats.

v. Security Supervisors/Managers: Private security agencies employ
supervisors and managers to oversee security operations, manage security
personnel, and liaise with clients. Supervisors ensure compliance with
security protocols, conduct site inspections, and handle security-related
incidents.

vi. Security Guards/Officers: Security guards/officers are the frontline
personnel employed by private security agencies. They are responsible for
patrolling, monitoring, and safeguarding properties, facilities, and assets.
Security guards undergo training as per the guidelines provided by the PSARA
and may specialize in various areas such as access control, surveillance, and
crowd management.
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vii. Support Staff: Private security agencies may employ administrative staff,
trainers, and other support personnel to manage day-to-day operations,
handle client inquiries, and facilitate training programmes for security
personnel.

Training and Education in Public Security

Public security personnel, such as police officers, typically undergo training at law
enforcement academies. These academies provide comprehensive education and
training, covering various aspects of law enforcement, including criminal law,
investigation techniques, community policing, and use of force. In addition to basic
training at academies, public security personnel may receive specialized training
through state and federal programmes. This includes training in areas such as
counterterrorism, cybercrime investigation, forensic analysis, and crisis
intervention. Officers are encouraged to participate in ongoing training programmes,
workshops, and seminars to stay updated on new laws, techniques, and technologies
relevant to their work. Public security personnel receive training on legal standards,
constitutional rights, and ethical principles governing their conduct. This includes
instruction on use-of-force policies, arrest procedures, search and seizure laws, and
respect for human rights.

Training and Education in Private Security

Private security personnel often receive training at specialized security training
institutes or academies. These institutions offer courses tailored to the needs of
private security, covering topics such as access control, surveillance techniques,
report writing, and conflict resolution. Training programmes prepare individuals for
certification exams, ensuring they meet regulatory requirements and possess the
necessary skills and knowledge to perform their duties. Private security firms provide
on-the-job training to newly hired personnel, which may include shadowing
experienced guards, familiarization with post orders and security protocols, and
practical exercises to simulate real-world scenarios. This may include site-specific
training, emergency response drills, and protocols for interacting with client
personnel and visitors. Private security training is often more specialized and tailored
to the specific needs of clients and industry sectors.

Activity 1: Security training workshop
Material Required

e Training handouts or slides on security roles and concepts.
e Case studies and scenario outlines for interactive learning.
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e Role-playing props (badges, ID cards, walkie-talkies, cameras).
e Assessment materials (worksheets, quizzes, evaluation forms).

e Presentation equipment (projector, laptop, screen, speakers).
Procedure

e The trainer will organize a security training workshop to teach about the roles
and responsibilities of both public and private security personnel.

e Form groups and assign each group a specific aspect of security training (e.g.,
physical security, event security, cybersecurity).

¢ Include interactive elements such as case studies, role-playing scenarios, or
hands-on exercises to engage your peers and reinforce learning.

Activity 2: Security risk assessment project
Material Require

e Risk assessment templates or guidelines for analysing security risks.
e Hypothetical scenario descriptions for each team to assess.

¢ Risk matrices or evaluation charts for ranking and prioritizing risks.
e Presentation materials (posters, slides, markers, or digital tools).

¢ Feedback and evaluation forms for peer and trainer assessments.

Procedure

e The trainer will organize a security risk assessment project to help students
analyse potential security risks and vulnerabilities in a hypothetical scenario.

e The teacher will form groups/teams and assign each team a specific area to
assess (e.g., physical security, cybersecurity, emergency response).

e The students will present their risk assessment findings and recommendations
to the class, fostering discussion and critical thinking about security risk
management.

e The trainer will conclude the project by 1 the findings from all teams and
discussing overarching themes and insights related to security risk
assessment and management.

Check Your Progress

A. Subjective Questions

1. Write a short note on Private Security Agencies (PSAs) in India, including their
licensing and regulatory requirements under the Private Security Agencies
(Regulation) Act, 2005 (PSARA).
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2. What regulatory framework governs the operation of private security agencies in
India?

3. What are the primary roles and functions of private security agencies in India?

Session 5: Types of Security Guards

Guards are essential personnel in the security industry, tasked with protecting
people, property, and assets from various threats and risks. Depending on the
specific requirements of the job and the environment they operate in, different types
of guards may be employed to fulfil specific roles and responsibilities. Types of
Security Guards are as follows:

i. Armed Security Guards: Armed security guards are trained and licensed to
carry firearms or other weapons while on duty. They are typically deployed in
high-risk environments or situations where there is a heightened threat of
violence or criminal activity. Armed guards undergo rigorous training and
background checks to ensure they are capable of handling weapons
responsibly.

ii. Concierge Security Guards: Concierge security guards work in residential
buildings, hotels, and condominium complexes to provide front desk services
and security assistance to residents and guests. They greet visitors, monitor
access to the premises, and respond to inquiries or emergencies, acting as a
visible deterrent to unauthorized individuals.

iii. Corporate Security Guards: Corporate security guards are employed by
businesses, office buildings, and corporate headquarters to protect
employees, assets, and sensitive information. They monitor access to
facilities, conduct security screenings, and enforce company policies to
maintain a safe and secure work environment.

iv. Event Security Guards: Event security guards provide security services for
events, concerts, festivals, and public gatherings. They manage crowd control,
monitor access points, and respond to emergencies to ensure the safety and
security of attendees. Event security guards may also protect performers,
speakers, or dignitaries.

v. Government Security Guards: Government security guards are employed by
government agencies, embassies, and diplomatic missions to protect
government officials, diplomats, and government property. They enforce
security protocols, conduct security screenings, and respond to security
threats to ensure the integrity of government operations.
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vi. Hospital Security Guards: Hospital security guards are responsible for
ensuring the safety and security of patients, staff, and visitors in healthcare
facilities. They monitor access to restricted areas, respond to medical
emergencies, and assist with patient restraint or transport as needed.

vii. Mobile security guards: They move around the perimeter, and observe and
monitor people for suspicious behaviour or actions. ‘Perimeter’ refers to
natural barriers or fortifications built with bricks or fences to either keep
intruders away or to keep captives contained within an area or boundary that
surrounds the area.

viii.  Patrol Security Guards: Patrol security guards are responsible for patrolling
designated areas, such as residential communities, industrial facilities, or
commercial properties. They conduct regular patrols on foot, bicycle, or
vehicle to monitor for suspicious activity, ensure compliance with security
policies, and respond to emergencies.

ix. Static security guards: They are employed by businessmen and
entrepreneurs for security. Unlike mobile security guards, static security
guards stay in one place and monitor the movements of people and materials.
They may use electronic surveillance system to perform the job.

x. Unarmed Security Guards:
Unarmed security guards protect
without carrying firearms (Figure
1.7). They are equipped with non-
lethal weapons such as batons,
pepper spray, or tasers to defend
themselves and others if necessary.

Tasers are electroshock weapons
that deliver an incapacitating
electrical shock to temporarily
immobilize a person's muscles.
Unarmed guards focus on deterring
threats through observation,
communication, and conflict
resolution techniques.

Figure 1.7: Unarmed security guard

xi. Uniformed Security Guards: These are the most common type of security
guards and are easily recognizable by their uniforms. They are stationed at
entry points, patrol designated areas, and conduct security checks to deter
criminal activity and maintain order.
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Activity 1: Role-play scenarios

Material Required:

e Scenario descriptions for each assigned security guard role (e.g., bank
robbery, event security).

e Role-specific guidelines outlining responsibilities and protocols.

e Props for simulation (e.g., walkie-talkies, badges, mock weapons).

¢ Risk assessment checklists or forms to evaluate threats and responses.

e Presentation materials (e.g., whiteboards, flip charts, digital tools).

Procedure:

e The teacher will form small groups and assign each group a specific type of
security guard role (e.g., armed security guard, concierge security guard, event
security guard).

e Provide each group with a scenario relevant to their assigned role. For example:
Armed Security Guard: A scenario involving a bank robbery attempt where the
armed guard must respond to the threat and protect bank employees and
customers.

Activity 2: Security guard training modules
Material Required

e Research materials on security guard roles, responsibilities, and industry
standards.
e Visual aids such as charts, graphs, and images to enhance the presentation.

Procedure

e The teacher will ask students to create presentations on new security guards
entering the industry, focusing on the key responsibilities, skills, and challenges
associated with their assigned role, training requirements and certifications
needed to work in the specific role.

e The presentation will also include the essential competencies required, such as
communication, observation, and conflict resolution.

e The teacher will ask students to prepare case studies or examples illustrating
real-life situations faced by security guards in their assigned roles.

e Students will make presentations, allowing for peer feedback and discussion on
best practices and insights into different security guard roles.
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Check Your Progress

A. Subjective Questions

1. During the event, an altercation breaks out between two individuals. Describe
the actions the guard should take to resolve the conflict while ensuring the safety
of the crowd and minimizing disruptions to the event.

2. What are the primary responsibilities of concierge security guards and where
are they typically employed?

3. Explain the difference between mobile security guards and static security
guards.

4. What is the basic difference between an unarmed security guard and an armed
security guard?

Session 6: Security Equipment

Security equipment encompasses a wide range of tools and devices designed to
protect your physical assets from unauthorized access, theft, vandalism, and other
security threats. These include surveillance cameras, alarms, access control
systems, motion sensors, and security barriers. By deploying these tools
strategically, you can create a robust security infrastructure that deters intruders
and provides real-time monitoring of your premises.

Security equipment encompasses a wide range of tools, devices, and technology used
by security professionals to protect assets, monitor environments, and respond to
security threats. Another important aspect of studying security equipment is gaining
knowledge about security regulations and compliance. This includes understanding
the legal requirements surrounding the use of security equipment, as well as how to
ensure that your security measures are in line with industry standards. Here are
some common types of private security equipment:

CCTV Cameras

CCTV or surveillance cameras are used to monitor and record activities in both
indoor and outdoor environments. They come in various types, including dome
cameras, bullet cameras, and PTZ (pan-tilt-zoom) cameras, and can be equipped
with features such as night vision, motion detection, and remote access capabilities
(Figure 1.8 - 1.10)
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Figure 1.8: Dome camera Figure 1.9: Bullet camera Figurel.10: PTZ
(pan-tilt-zoom) camera

Access Control Systems: Access control systems regulate entry to buildings, rooms,
or restricted areas by requiring authorized credentials such as key cards, codes, or
biometric identifiers (e.g., fingerprints or facial recognition). These systems may
include electronic door locks, card readers, keypads, and biometric scanners (Figure
1.11).

Intrusion Detection Systems (IDS):
Intrusion Detection System (IDS) detects
unauthorized entry or intrusion into
protected areas and triggers alarms or alerts
to notify security personnel. These systems
may include motion sensors, door/window
sensors, metal detectors (Figure 1.12), and
vibration sensors installed at key entry

e

Figure 1.11: Biometric machine

points and vulnerable areas.

Alarm Systems: Alarm systems are designed to alert
security personnel and occupants of premises to
potential security breaches, emergencies, or threats.
They may include audible alarms, strobe lights, and
notification alerts sent to monitoring centres or mobile
devices.

Figure 1.12: Metal detector

Two-Way Radios/Walkie-Talkies: Two-way radios or walkie-
talkies are used for communication and coordination among
security personnel, enabling real-time voice communication
over short distances. They are essential for maintaining
contact between security guards stationed at different
locations or patrolling various areas (Figure 1.13).
Figure 1.13: Walkie talkie
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Body-Worn Cameras: Body-worn cameras are worn by security personnel to record
audio and video footage of interactions with individuals, incidents, and security
breaches. They serve as a deterrent to misconduct, provide evidence for
investigations, and help ensure transparency and accountability (Figure 1.14).

Figure 1.14: Body-worn camera

Drones: Drones are used by private security
personnel for a range of purposes, enhancing
their capabilities in surveillance, monitoring,
and response.

Drones equipped with cameras are used to
patrol perimeters, monitor events, and provide
real-time footage for large areas, contributing
to proactive threat detection and preventing
unauthorized access. In emergencies, drones
assess situations, aid search and rescue
efforts, and access inaccessible areas (Figure
1.15). They also assist in asset protection,
crowd management, and training exercises.

Figure 1.15: Drone with
camera for surveillance

Metal Detectors: Metal detectors (Figure 1.16). are used to
scan individuals and their belongings for concealed
weapons, explosives, or other prohibited items. They are
commonly used at entry points to facilities, events, or high-
security areas to enhance security screening procedures.

Figure 1.16: Hand held metal detector
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Vehicle Patrol Equipment: Security vehicles
used for patrolling may be equipped with
specialized equipment such as dashboard
cameras, Global Positioning System (GPS)
tracking systems, emergency lights, sirens,
and communication devices to facilitate rapid
response and coordination during patrols
(Figure 1.17).

GPS tracking is utilized in security applications
to monitor the movement of high-
value assets, monitor the
location of individuals under
surveillance, or track the location of stolen vehicles for recovery purposes.

Figure 1.17: Patrol equipment on a vehicle

Perimeter Security Equipment: Perimeter security equipment includes barriers,
fences, gates, bollards, and vehicle barriers designed to control access to facilities
and prevent unauthorized entry. Additionally, technologies such as infrared sensors,
laser detectors, and thermal imaging cameras may be used to enhance perimeter
surveillance.

Emergency Response Kits: Emergency response kits contain essential supplies and
equipment for responding to medical emergencies, fire incidents, or other
emergencies. They may include first aid supplies, fire extinguishers, emergency
lighting, evacuation plans, and communication devices.

Non-Lethal Weapons: Non-lethal weapons, such as pepper
spray, tasers, and batons (Figure 1.18) may be carried by
security personnel to deter and incapacitate attackers or
individuals posing a threat without causing lethal harm.

Figure 1.18: Baton

Personal Protective Equipment: Personal
Protective Equipment (PPE) such as bulletproof
vests, helmets, gloves, and protective eyewear
(Figure 1.19) are worn by security personnel to
mitigate the risk of injury or harm while
performing security duties in potentially
hazardous environments.

Figure 1.19: Personal protective equipment
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Activity 1: Equipment demonstration and training session

Materials Required:
e Security equipment (CCTV, access control, alarms, etc.) for hands-on use.
¢ Instruction manuals or guides for each piece of equipment.
e Whiteboards or flip charts for capturing key takeaways and observations.

Procedure:
e The teacher will ask questions, handle the equipment (where appropriate), and
engage in hands-on activities or demonstrations to reinforce your understanding
of how each equipment contributes to security operations.

e Conduct discussions after each station rotation to review key takeaways, share
observations, and discuss real-world applications of the equipment in various
security settings.

Activity 2: Equipment deployment scenario exercise
Materials Required

e Scenario descriptions, including objectives, security threats, and available
resources.

e Security equipment inventory for each group (e.g., CCTV, access control,
alarms).

e Role assignments (security personnel, observers, facilitators) and scenario
facilitation guides.

Procedure

e The teacher will create simulated security scenarios where participants are
tasked with deploying and utilizing specific types of private security equipment
to address security threats or challenges.

e Each student or group of students should be assigned a scenario description
outlining the situation, objectives, and available resources (e.g., equipment
inventory, facility layout).

e Assign roles within each group, such as security personnel, observers, and
scenario facilitators, to ensure active participation and collaboration.

e Based on the scenario, strategize and plan how to deploy the appropriate
equipment effectively to achieve the desired outcomes (e.g., preventing
unauthorized access, detecting intruders, responding to emergencies).
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Check Your Progress

A. Multiple Choice Questions

1. What type of security equipment is commonly used to regulate entry to
buildings and restricted areas by requiring authorized credentials?
(a) Surveillance Cameras
(b) Intrusion Detection Systems
(c) Access Control Systems
(d) Alarm Systems

2. Which security device is typically worn by security personnel to record audio
and video footage of interactions and incidents?
(a) Metal Detectors
(b) Two-Way Radios
(c) Body-Worn Cameras
(d) Vehicle Patrol Equipment

3. What is the primary purpose of using metal detectors in security screening
procedures?
(a) Monitoring perimeter security
(b) Regulating access control
(c) Detecting concealed weapons or explosives
(d) Recording audio and video footage

4. What equipment is essential for facilitating communication and coordination
among security guards stationed at different locations?
(a) Body-Worn Cameras
(b) Metal Detectors
() Two-Way Radios/Walkie-Talkies
(d) Vehicle Patrol Equipment

5. Which type of security equipment is used to control access to facilities and
prevent unauthorized entry?
(a) Emergency Response Kits
(b) Perimeter Security Equipment
(c) Non-Lethal Weapons
(d) Personal Protective Equipment (PPE)

B. Subjective Questions
1. In a simulated security breach scenario where unauthorized access is detected

at a facility, describe how you would deploy and utilize available security
equipment (e.g., CCTV, alarms, access control) to prevent further unauthorized
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entry and ensure the safety of the premises.

2. Working in a group, how would you assign roles and responsibilities to each team
member during a security threat scenario?

3. During an emergency response simulation, a security alarm is triggered. Explain
the steps you would take to assess the situation, prioritize actions, and deploy
the appropriate security equipment to manage the emergency and mitigate
potential risks.

Session 7: Guarding Duties

Guarding duties refer to the responsibilities and tasks performed by security guards
to protect people, assets, and properties from security threats, unauthorized access,
theft, vandalism, and other criminal activities. These duties may vary depending on
the specific requirements and environment of the assignment, but generally include
the following:

Access Control: Security guards monitor access points, such as entrances, gates,
and checkpoints to ensure that only authorized individuals are allowed entry. They
may verify credentials, check identification, and enforce access policies to prevent
unauthorized persons from entering restricted areas.

Patrolling: Security guards conduct regular patrols of designated areas to deter
criminal activity, detect security breaches, and ensure the safety and security of the
premises. They may patrol on foot, bicycle, or vehicle, depending on the size and
layout of the property.

Surveillance: Security guards use surveillance equipment, such as cameras,
monitors, and alarms to monitor and observe activities in and around the premises.
They watch for suspicious behaviour, unusual incidents, or security breaches and
take appropriate action as needed.

Emergency Response: Security guards are trained to respond quickly and
effectively to emergencies, such as fires, medical incidents, or security breaches.
They may provide first aid, evacuate occupants, or contact emergency services to
ensure a prompt and coordinated response to emergencies.

Customer Service: Security guards often serve as the first point of contact for
visitors, employees, and customers. They may greet guests, provide directions, and
assist with inquiries to enhance customer service and create a positive impression
of the organisation.

Enforcement of Policies and Procedures: Security guards enforce security policies,
rules, and procedures established by the organisation or client. This may include
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enforcing parking regulations, escorting disruptive individuals off the premises, or
detaining suspects until law enforcement arrives.

Conflict Resolution: Security guards are trained to de-escalate conflicts and resolve
disputes peacefully to prevent violence or disturbances. They use effective
communication skills, negotiation techniques, and conflict resolution strategies to
defuse tense situations and maintain order.

Report Writing: Security guards document incidents, observations, and activities in
written reports to maintain accurate records and provide documentation for
investigations or legal proceedings. They record details such as the date, time,
location, and nature of incidents, as well as any actions taken and persons involved.

Alarm Response: Security guards respond to alarms, alerts, or distress calls to
investigate potential security breaches or threats. They assess the situation,
determine the cause of the alarm, and take appropriate action to address the
situation, such as contacting law enforcement or conducting a security sweep.

Property Protection: Security guards protect valuable assets, equipment, and
property from theft, damage, or unauthorized use. They may conduct security
checks, monitor inventory, and implement security measures to safeguard assets
and prevent losses.

Activity 1: Role-Playing Scenarios
Material Required

e Scenario descriptions with objectives and challenges.
e Role-play props (badges, walkie-talkies, uniforms).
e Evaluation checklists or rubrics for assessing performance.

Procedure

e The trainer will form small groups, assigning each group a specific guarding duty
scenario based on the responsibilities outlined (e.g., access control, patrolling,
emergency response).

e Provide each group with a scenario description detailing the setting, objectives,
and potential challenges they may encounter.

e Conduct role-play as security guards and enact the scenario, focusing on
applying the relevant guarding duties to address the situation effectively.
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¢ Rotate the scenarios to experience different aspects of guarding duties and gain
a comprehensive understanding of the roles and responsibilities involved.

Check Your Progress

A. Multiple Choice Questions

1. What is one of the main responsibilities of security guards regarding access
points?
(a) Providing customer service
(b) Enforcing parking regulations
() Monitoring and controlling entry
(d) Documenting incidents in reports

2. During patrols, security guards primarily aim to:
(a) Handle customer inquiries
(b) Prevent conflicts among employees
(c) Deter criminal activity
(d) Complete administrative tasks

3. In what situations might security guards need to utilize surveillance
equipment?
(a) To provide first aid
(b) To enforce parking regulations
(c) To monitor activities for security breaches
(d) To resolve conflicts among employees

4. Which of the following is a duty of security guards during emergency
responses?
(a) Enforcing access control
(b) Providing customer service
(c) Contacting emergency services
(d) Enforcing security policies

5. What is one of the purposes of security guards documenting incidents in
written reports?
(a) To deter criminal activity
(b) To resolve conflicts among employees
(c) To maintain accurate records
(d) To enforce parking regulations
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Session 8: Security Tasks in Commercial and Industrial

Deployments

Security tasks in commercial and industrial deployments involve a range of
responsibilities aimed at protecting assets, ensuring safety, and maintaining order
within these environments. Here are some common security tasks specific to
commercial and industrial settings:

i.  Access Control: Monitor and control access to the premises by employees,
visitors, and vendors. This includes checking identification, verifying
credentials, and enforcing access policies to prevent unauthorized entry.

ii.  Patrolling: Conduct regular patrols of the facility to deter criminal activity,
detect security breaches, and ensure the security of the premises. Patrolling
may involve foot patrols, vehicle patrols, or monitoring surveillance cameras.

iii.  Surveillance Monitoring: Monitor surveillance cameras and security
systems to observe activities in and around the facility. Watch for suspicious
behaviour, security breaches, or unauthorized access and respond promptly
to any incidents.

iv. Alarm Response: Respond to alarms, alerts, or distress calls promptly to
investigate potential security breaches or threats. Assess the situation,
determine the cause of the alarm, and take appropriate action to address the
situation, such as contacting law enforcement or conducting a security sweep.

v. Emergency Response: Be prepared to respond to emergencies, such as fires,
medical incidents, or security breaches. Provide first aid, evacuate occupants,
or coordinate with emergency services to ensure a prompt and coordinated
response to emergencies.

vi. Perimeter Security: Ensure the security of the facility's perimeter by
monitoring fences, gates, and entry points. Conduct regular checks to detect
any breaches or unauthorized entry attempts and take appropriate action to
address security vulnerabilities.

vii. Asset Protection: Protect valuable assets, equipment, and inventory from
theft, damage, or unauthorized access. Implement security measures such as
inventory control, asset tracking, and surveillance to safeguard assets and
prevent losses.

viii. Customer Service: Provide assistance and support to employees, customers,
and visitors. Greet guests, provide directions, and address inquiries to
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enhance customer service and create a positive impression of the
organisation.

ix. Enforcement of Policies: Enforce security policies, rules, and procedures
established by the organisation. This may include enforcing parking
regulations, escorting disruptive individuals off the premises, or detaining
suspects until law enforcement arrives.

x. Report Writing: Document incidents, observations, and activities in written
reports to maintain accurate records and provide documentation for
investigations or legal proceedings. Record details, such as the date, time,
location, and nature of incidents, as well as any actions taken and persons
involved.

xi. Security Training and Awareness: Provide security training and awareness
programs to employees to educate them about security procedures,
emergency response protocols, and potential security threats. Encourage
employees to report suspicious activity and be vigilant about security risks.

xii. = Collaboration with Law Enforcement: Coordinate with local law
enforcement agencies to share information, report incidents, and collaborate
on security initiatives. Establish communication channels and protocols for
contacting law enforcement in case of emergencies or security concerns.

Activity 1: Commercial and Industrial Security Simulation
Materials Needed

e Commercial or industrial facility layout (floor plan or map)

e Access control system (simulated or actual)

e Surveillance cameras and monitoring system (simulated or actual)
e Alarm system with sensors (simulated or actual)

e Emergency response equipment (first aid kit, fire extinguisher, etc.)
e Incident report forms or documentation tools

Procedure
e The teacher and students will prepare a layout of the commercial or industrial

facility, including entry points, perimeter fences, surveillance camera
placements, and emergency exits.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL



CCTV Video Footage Auditor - Grade XI

e Install access control systems, surveillance cameras, alarm systems, and
emergency response equipment according to the facility layout.

e Assign roles to participants to act as security personnel responsible for access
control and patrolling duties.

e Document incidents, observations, and activities in written reports using
incident report forms or documentation tools.

Check Your Progress

A. Multiple Choice Questions

1. Which security task involves conducting regular patrols to detect security
breaches?
(a) Alarm response
(b) Surveillance monitoring
(c) Access control
(d) Patrolling

2. What is the main responsibility of surveillance monitoring in commercial and
industrial security?
(a) Providing customer service
(b) Enforcing security policies
() Watching for suspicious behaviour
(d) Managing emergency response

3. In the context of alarm response, what is the primary objective when an alarm
is triggered?
(a) To conduct regular patrols
(b) To evacuate the premises immediately
(c) To investigate potential security breaches
(d) To enforce access control policies

4. Which security task involves providing first aid and coordinating with emergency
services during emergencies?
(a) Surveillance monitoring
(b) Customer service
(c) Emergency response
(d) Asset protection

5. Which security task involves enforcing security policies, rules, and procedures
established by the organisation?
(a) Alarm response
(b) Patrolling
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(c) Enforcement of policies
(d) Emergency response

6. What is the importance of collaboration with law enforcement agencies in
commercial and industrial security?
(a) To promote customer service
(b) To monitor employee behaviour
() To share information and report incidents
(d) To conduct regular patrols

Session 9: Risks and Threats to People and Security Guards

The risk tends to be higher at certain places and at certain times. For example, the
risk of theft is higher for a bank than a grocery stores at night. You might have
noticed that danger exists everywhere. A person who is aware of the risks and
threats can take appropriate and timely actions to prevent and mitigate the impact
of an untoward incident.

Risk refers to the potential for loss, harm, or adverse outcomes resulting from
various factors, including actions, events, or decisions. In any situation, there is a
degree of uncertainty regarding the future outcome, and risk represents the
possibility that this outcome may not align with expectations or desired results.

Security guards face a variety of risks and threats in their line of work, depending
on the nature of the facility or event they are protecting and the environment in
which they operate. Here are some common risks and threats to security guards:

i. Armed Attacks: Guards may face armed assailants who pose a serious threat
to their safety and well-being. This could involve individuals carrying firearms,
knives, or other weapons intending to cause harm or gain unauthorized
access.

ii.  Cybersecurity Threats: With the increasing integration of technology in
security systems, individuals, including security guards may face
cybersecurity threats, such as hacking attempts, data breaches, or sabotage
of electronic security systems.

iii. Medical Emergencies: Security guards may need to respond to medical
emergencies such as heart attacks, injuries, or other health-related incidents
among staff, visitors, or patrons on the premises they protect.

iv.  Natural Disasters and Emergencies: Guards may be required to respond to
natural disasters such as earthquakes, floods, or fires, as well as other
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emergencies like power outages or hazardous material spills, to ensure the
safety and security of individuals on-site.

v.  Physical Assault: Security guards are often the first line of defence against
physical threats. They may encounter hostile individuals who attempt to
assault them physically, either as part of a criminal act or as a reaction to
being apprehended or denied entry.

vi. Social and Political Unrest: In certain environments, security guards may
find themselves amid social or political unrest, protests, or riots, which can
escalate quickly and pose significant risks to their safety.

vii.  Terrorist Threats: In high-profile or sensitive locations, security guards may
face the risk of terrorist threats, including bombings, hostage situations, or
attacks aimed at causing widespread fear and disruption.

viii. Theft and Vandalism: Security guards are responsible for preventing theft
and vandalism on the premises they protect. In doing so, they may encounter
individuals attempting to steal property or cause damage, which could
escalate into confrontational situations.

ix.  Verbal Abuse and Intimidation: Security guards may be subjected to verbal
abuse, threats, or intimidation from individuals who are confrontational or
non-compliant with security procedures. This can create stressful and
potentially dangerous situations.

x. Workplace Violence: Security guards are sometimes targeted in acts of
workplace violence, either by disgruntled employees, clients, or individuals
with a personal vendetta against the organisation they are guarding.

Risk Levels

Risk levels in security refer to the classification of potential threats and
vulnerabilities based on their likelihood of occurrence and the potential impact on
an organization, system, or individual. These levels help prioritize security measures
and allocate resources effectively. Risk levels are typically categorized into several
tiers, which can vary depending on the framework or organisation.

Risk levels for security guards can vary depending on several factors, including the
nature of the site or event they are guarding, the surrounding environment, and
specific threats they may encounter (Table 1.2).

To classify risk levels effectively, several key factors are typically considered.
Likelihood refers to the probability that a specific threat will exploit a vulnerability,
highlighting how probable an event is to occur. Impact measures the severity of
potential consequences if the threat materializes, encompassing financial,
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operational, reputational, or legal effects. Exposure evaluates the degree to which an
asset is vulnerable or accessible to threats, emphasizing the level of risk present due
to inadequate safeguards or configurations. Finally, Controls examine the existing
security measures and defences in place, which can reduce both the likelihood and
impact of potential threats. Together, these factors form the foundation of risk
classification, guiding organizations in prioritizing and mitigating risks effectively.

Table 1.2: Risk levels in places, events, environment, and threats

Level Places/Sites Events Environment Threats
Low Residential areas, | Small gatherings, Stable Minor
Risk small businesses, | community events, | conditions, low disturbances,
or office or corporate levels of criminal | such as noise
buildings with functions where activity, and complaints,
minimal foot there is little little or no minor
traffic and low likelihood of history of trespassing, or
crime rates disruptive security non-compliance
behaviour incidents with rules or
regulations
Medium | Larger Larger crowds, Occasional More frequent
Risk commercial public gatherings, criminal activity, | disturbances,
properties, concerts, or vandalism, theft, | aggressive
shopping malls, sporting events or disorderly behaviour, verbal
educational where there is a conduct, confrontations, or
institutions, or higher potential for | requiring attempts to
entertainment disruptive security guards breach security
venues with behaviour, to remain protocols
moderate foot conflicts, or minor | vigilant and
traffic and some incidents proactive in
history of maintaining
security incidents safety and order
High Government Large-scale public | Elevated Serious threats,
Risk facilities, critical | gatherings, security threats, | including armed
infrastructure, political rallies, including attacks,
financial demonstrations, terrorism, terrorism, active
institutions, protests, or VIP organized crime, | shooter
airports, functions where gang activity, or | situations,
hospitals, or there is a potential targets | hostage crises, or
high-profile heightened risk of | for sabotage, other critical
venues with violence, terrorism, | espionage, or incidents
significant public | civil unrest, or theft of sensitive | requiring swift
interest or targeted attacks information and effective
strategic response
importance

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT

BHOPAL




CCTV Video Footage Auditor - Grade XI

Observing and Reporting Risks, Threats and Hazards

Observing and reporting risks, threats, and hazards is a critical responsibility for
security guards, as it helps ensure the safety and security of the premises they
protect and the people within them. Here are some key steps involved in effectively
observing and reporting risks, threats, and hazards:

i.  Stay Vigilant: The Security Guards should remain alert and attentive to the
surroundings at all times and actively observe the environment for any
unusual or suspicious activities, behaviours, or objects that could pose a risk
or threat.

ii. Identify Potential Risks and Threats: Recognize and assess potential risks
and threats based on factors such as the location, type of facility, current
events, and historical data. This may include physical security risks,
cybersecurity threats, natural hazards, or other safety concerns.

iii. = Report Immediately: If you observe any suspicious or concerning activity,
promptly report it to the appropriate authorities or supervisors using
established communication channels. Provide clear and detailed information
about what you observed, including descriptions of the individuals involved,
their actions, and any relevant circumstances.

iv. Document Incidents: Keep thorough and accurate records of all incidents,
including the date, time, location, nature of the incident, and any actions
taken in response. Use incident report forms or logbooks to document
observations, reports, and responses systematically.

v. Assess Hazardous Conditions: Identify potential hazards such as slippery
floors, faulty equipment, exposed wiring, or blocked emergency exits that
could pose risks to safety or security. Take immediate action to address or
mitigate these hazards and report them to appropriate personnel for further
attention.

vi. Communicate Effectively: Communicate any identified risks, threats, or
hazards to relevant stakeholders, including colleagues, supervisors, clients,
or emergency responders. Use concise and precise language to convey the
urgency and severity of the situation. This can be done orally in case of
urgency or in the form of a written report. It is always better to follow an oral
report with a written one. The security guard needs to report unusual
incidents that occur during the shift, as well as, instances of violation of rules.

vii. Follow Protocols and Procedures: Adhere to established protocols, policies,
and procedures for reporting and responding to risks, threats, and
emergencies.
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Follow the chain of command and organizational guidelines to ensure a coordinated
and effective response to situations, maintaining clarity, efficiency, and
accountability in operations. Work collaboratively with colleagues, other security
personnel, law enforcement agencies, and emergency services to address identified
risks and threats effectively. Share information and coordinate efforts to mitigate
potential dangers and enhance overall security.

Activity 1: Security patrol and incident management
Material Required

e Patrol route maps and schedules.
e Security equipment (CCTV, alarms, entry controls, first aid kits).
¢ Incident report forms or logbooks for documenting observations and actions.

Procedure

o Establish Patrol Routes and Schedules: Designate specific patrol areas and
create a schedule to ensure all parts of the facility are regularly monitored.
Maintain variation in patrol patterns to avoid predictability.

e Test and Maintain Security Equipment: Conduct regular checks on CCTV
cameras, alarms, entry control systems, and other security devices. Ensure proper
maintenance is done when any malfunction or damage is detected.

e Monitor and Document Behavior: Continuously observe the behavior of
individuals in the facility. Note any signs of agitation, verbal abuse, or potential
threats. Record observations discreetly for future reference or action.

e Respond to Emergencies Efficiently: Follow the facility’s emergency response
protocols during medical incidents, fire alarms, or natural disasters. Provide first
aid if necessary and ensure evacuation routes are clear and functional

e Address Hazardous Conditions: Identify any immediate hazards like slippery
floors, faulty electrical wiring, or blocked exits. Take corrective action or report to
the maintenance team to prevent accidents or safety violations.

Check Your Progress

A. Multiple Choice Questions

1. What is the primary purpose of a security guard at an ATM booth?
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(2)
(b)
(©)
(d)

2.

(2)
(b)
(©)
(d)

(2)
(b)
(©)
(d)

4.

(2)
(b)
(©)
(d)

(2)
(b)

(©)
(d)

1.

2.

B.

Assisting bank employees with transactions
Preventing illegal activities, theft, and vandalism
Operating the ATM machine for customers
Maintaining the cleanliness of the ATM booth

What is one key role of CCTV systems in schools?

Monitoring student grades

Ensuring the smooth running of the curriculum
Deterring unauthorized entry and promoting safety
Recording class attendance

3. Which of the following risks is considered "High Risk" for security guards?

Verbal confrontations at a local mall
Minor theft at a grocery store

Armed attacks at a government facility
Noise complaints at a residential building

In CCTV Video Footage Auditing, what is the process of reducing video file
size called?

Compression

Frame rate adjustment
Resolution tuning

File encryption

What should a security guard do immediately upon observing suspicious
activity?

Continue observing without taking action

Wait for the next shift to report

Promptly report the activity to appropriate authorities
Inform the individuals involved about the risk

Subjective Questions

During a routine patrol, you observe a suspicious individual loitering near an exit
door. How would you approach the situation, and what steps would you take to
ensure the security of the facility?

A fire alarm goes off while you are on patrol. Describe the actions you would take
to ensure a safe evacuation and mitigate risks, including how you would handle
potential medical emergencies during the process.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV Video Footage Auditor - Grade XI

3. While conducting your patrol, you notice that a CCTV camera is malfunctioning.
How would you handle this situation to ensure that security systems remain
effective and the issue is addressed promptly?

Session 10: Rules and Regulations in Security

Rules are specific directives or instructions that govern behaviour or actions within
a particular system, organisation, or context. They are typically formulated by
authorities or governing bodies to maintain order, ensure compliance, and achieve
specific objectives. Rules are often more detailed and prescriptive, outlining what is
permitted, required, or prohibited. They can be enforced through various means,
including penalties or sanctions for non-compliance.

Regulations are broader guidelines or principles established by governmental or
authoritative bodies to control or manage certain activities, industries, or aspects of
society. They provide a framework for implementing laws and policies and are
usually more comprehensive than rules. Regulations may include rules, procedures,
standards, and requirements that organisations or individuals must adhere to. They
often aim to achieve specific societal goals, such as public safety, consumer
protection, or environmental preservation. Regulations are typically backed by legal
authority and may undergo a formal process of development, review, and
enforcement.

The Private Security Agencies (Regulation) Act, 2005

Public order and police are State subjects, and maintenance of internal security and
disaster management is the responsibility of the Central Government, as per the 7th
Schedule of the Constitution of India. Therefore, to regulate the functioning of the
private security agencies, the Government of India, Ministry of Home Affairs enacted
the Private Security Agencies (Regulation) Act, 2005 (PSAR Act). The Act came into
force on 15.03.2006.

The Ministry of Home Affairs (MHA) has notified model rules under the Act, which
are as follows:

1. Private Security Agencies Central Model Rules, 2020 (in supersession of
earlier model rules of 2006).

The Government of India in 2020, notified the Private Security Agencies Central
Model Rules, 2020 in supersession of earlier Central Model Rules of 2006 for
regulating and training private security guards and agencies. The new Model
Rules accommodate changes in the ecosystem over the years and are aligned with
the key visions of ‘Digital India’ and ‘e-Governance’. The licensee of private
security agency has to successfully undergo training relating to private security
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as prescribed by the controlling authority. To make private security agencies
more professional, trustworthy and responsible, the new model rules provide
syllabi for training of licensees to bring uniformity in licensee training across the
States.

The training shall be for a minimum period of six working days which shall
broadly include the following subjects, namely (i) Present security scenario, (ii)
Role and functioning of private security agencies, (iii) Legal provisions, (iv)
Management of security agencies, (v) Interface with public, Police and other
departments and (vi) Private Security Personnel — DO’s and DON’Ts (Conduct
Rules).

2. Private Security Agencies (Private Security to Cash Transportation
Activities) Rules, 2018 to regulate the private security services provided to
cash transportation activities

The Private Security Agencies (Private Security to Cash Transportation Activities)
Rules of 2018 were introduced to regulate and oversee the provision of private
security services specifically tailored for cash transportation activities. These
rules were designed to ensure the safety and security of cash during
transportation, which is crucial to prevent thefts, robberies, and other criminal
activities. Adopting these model rules, the State/UT Governments have framed
their own rules in terms of Section 25 of the PSAR Act, 2005.

Web Portal on PSARA

The Ministry of Home Affairs took the initiative towards having in place uniform
standardized software across the country. The Ministry entrusted the National
Informatics Centre (N.I.C.) with the task of deploying the portal on ‘Private Security
Agency Licensing’ for the issue of PSARA licenses in States/Union Territories and of
compiling the State/UT-wise data about the registered private security agencies
along with their license details in a register. For example, you can know the number
of private security agencies in States/Union Territories from the web portal, which
is also given in Table 1.3. Visit the web portal and look for more information on
security-related rules and data.

Table 1.3: Number of private security agencies in states/union territories

S. No. Name of State/UT No. of Licenses
1 Andaman and Nicobar 26
2 Andhra Pradesh 390
3 Arunachal Pradesh 22
4 Assam 312
5 Bihar 483
6 Chandigarh 123
7 Chhattisgarh 244

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL



CCTV Video Footage Auditor - Grade XI

Materials Needed

e Presentation materials (slides or handouts)
e Pen and paper for note-taking

Activity 1: Understanding and Implementing PSARA Regulations

e Copies of the Private Security Agencies (Regulation) Act, 2005
e Copies of the Private Security Agencies Central Model Rules, 2020

8 Dadra and Nagar Haveli and Daman and Diu 129
9 Delhi 1380
10 Goa 112
11 Gujarat 2555
12 Haryana 1416
13 Himachal Pradesh 274
14 Jammu and Kashmir 104
15 Jharkhand 322
16 Karnataka 937
17 Kerala 597
18 Ladakh 0
19 Lakshadweep 0
20 Madhya Pradesh 1029
21 Maharashtra 3790
22 Manipur 21
23 Meghalaya 26
24 Mizoram 2
25 Nagaland 2
26 Odisha S77
27 Puducherry 101
28 Punjab 948
29 Rajasthan 1871
30 Sikkim 27
31 Tamil Nadu 1012
32 Telangana 729
33 Tripura 88
34 Uttar Pradesh 1658
35 Uttarakhand 393
36 West Bengal 135
All States and UTs 21835
(Data sourced from the PSARA Web Portal: psara.gov.in- as of November 2023)
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Procedure

e The teacher will provide an overview of the Private Security Agencies (Regulation)
Act, 2005, highlighting its objectives, scope, and key provisions.

e Present the provisions of the Private Security Agencies Central Model Rules, 2020,
emphasizing changes and updates from previous versions.

e Conduct a discussion on the importance of compliance with PSARA regulations
for private security agencies.

e Highlight the consequences of non-compliance, such as fines, suspension, or
revocation of licenses.

e Present case studies or scenarios depicting various situations where compliance
with PSARA regulations is crucial.

e Form groups and analyse each case study, identify relevant regulations, and
propose appropriate actions for compliance.

The teachers can conduct interactive exercises to reinforce understanding of specific
regulations and their practical implementation. For example, role-playing exercises
can simulate interactions between security personnel, clients, and regulatory
authorities to demonstrate compliance with PSARA regulations.

Check Your Progress

A. Multiple Choice Questions

1. What is the primary purpose of rules and regulations in the context of private
security agencies?
(a) To promote competition among security agencies
(b) To ensure uniformity and professionalism in the security industry
(c) To create barriers to entry for new security agencies
(d) To restrict the activities of security guards

2. Which government body enacted the Private Security Agencies (Regulation) Act,
2005 (PSARA Act)?
(a) Ministry of Finance
(b) Ministry of Home Affairs
() Ministry of Defence
(d) Ministry of Justice

3. What is the minimum duration of training prescribed for licensees of private
security agencies under the new model rules?
(a) 2 working days
(b) 4 working days
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() 6 working days
(d) 8 working days

4. Which category of rules was established in 2018 to regulate private security
services provided to cash transportation activities?
(a) Private Security Agencies Central Model Rules
(b) Private Security Agencies (Regulation) Act
(c) Private Security Agencies (Private Security to Cash Transportation Activities)
Rules
(d) State/Union Territory Government rules

5. Which State/UT had the highest number of private security agencies registered
as of November 30, 20237
(a) Delhi
(b) Maharashtra
() Rajasthan
(d) Uttar Pradesh

6. What is the primary difference between rules and regulations?
() Rules are formulated by governmental bodies, while regulations are
formulated by private organisations.
(b) Rules are more comprehensive than regulations.
() Rules are enforced through penalties, while regulations are enforced through
legal authority.
(d) Rules provide specific directives, while regulations provide broader guidelines.
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Introduction to CCTV Video
Surveillance

Module 2

Module Overview

This module offers a comprehensive introduction to CCTV video surveillance
systems, detailing their essential components, operational principles, and practical
applications. It explores the process of recording and securely storing video footage,
emphasizing the importance of using proper storage methods, data retrieval
techniques, and backup procedures to ensure the integrity and accessibility of
recorded data.

Session 1 introduces the key components of a CCTV system, such as cameras,
monitors, and control units, and explains their role in security and surveillance
across various environments.

Session 2 deals with the core operating principles of CCTV systems, focusing on
how cameras capture footage, monitor placement, and system integration to ensure
optimal coverage and image quality. Session 3 discusses the technologies used for
recording and storing footage, covering the use of digital and network video
recorders (DVRs/NVRs) and best practices for secure storage, data retrieval, and
backup to safeguard and maintain access to the footage.

Learning Outcomes

On completion of the session, you will be able to:

e Explain the process of conducting a CCTV system check.

e Identify the key components of a CCTV system, including cameras, control
systems, power supplies, and connections.

e Describe step-by-step procedures for conducting a system check.

e Troubleshoot and resolve common issues encountered during the system
check.

e Describe the transmission methods used in CCTV systems.

e Explain the differences between wired and wireless transmission technologies.

e Provide an overview of IP-based transmission, including its advantages in
terms of scalability, flexibility, and remote monitoring.

e Describe the operating principles of the CCTV surveillance system.
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e Explain the process of capturing, transmitting, recording, and displaying video
footage.

e Develop a comprehensive understanding of the recording and storage of video
footage.

e Explain the storage options available, including local storage (hard drives, SD
cards) and cloud-based solutions.

e Explain methods to retrieve, backup, and manage archived footage.

Module Structure

Session 1: Closed Circuit Television System

Session 2: Transmission in CCTV
Session 3: Preserving CCTV Video Footage
Session 4: Recording and Storage of Video Footage

Session 1: Closed Circuit Television System

Closed-circuit television (CCTV) video surveillance has become indispensable for
enhancing security in various settings. Originating from military and industrial
applications, CCTV security systems now serve diverse industries and purposes
worldwide. Today, CCTV technology is omnipresent, found in public spaces,
commercial buildings, and residential areas. Its core components include cameras,
recording devices, monitors, and networking equipment.

Ethical considerations surrounding privacy and data protection are crucial,
requiring strict adherence to legal and ethical guidelines. Despite these concerns,
advancements in video analytics and artificial intelligence hold promise for further
enhancing the capabilities of CCTV system. A basic Closed-Circuit Television
(CCTV) system typically consists of several key components working together to
capture, transmit, and store video footage. Here are the essential elements of a
basic CCTV system:

Cameras

The camera is the primary device responsible for capturing video footage in a CCTV
system. It comes in various types, such as dome cameras, bullet cameras, PTZ
(Pan-Tilt-Zoom) cameras, and covert cameras, each with specific features and
applications.

Cameras have sensors that convert light into electrical signals, which are then
processed to generate video images. They may include additional features like
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infrared (IR) LEDs for night vision, motion detection sensors, and weatherproof
housing for outdoor use. CCTV cameras and recording devices require power to
operate. Power supplies, such as plug-in adapters, power over Ethernet (PoE)
switches, or centralized power distribution units, provide electricity to the
components of the CCTV system. Cameras are typically installed strategically in the
area to be monitored to provide optimal coverage. Mounting hardware, such as
brackets, poles, or mounting boxes, is used to install and secure CCTV cameras in
the desired locations for optimal surveillance coverage.

The various types of cameras that can be used for capturing video footage are as
follows:

Dome Camera: Dome cameras are named for their dome-shaped housing. They are
commonly used in indoor and outdoor environments and are designed to be
discreet. Dome cameras offer a wide viewing angle, making them suitable for
covering large areas. Some dome cameras feature vandal-resistant or weatherproof
housing, making them suitable for outdoor use in harsh environments. They may
include features like pan, tilt, and zoom (PTZ) functionality for flexible camera
positioning and monitoring.

Bullet Camera: Bullet cameras are named for their cylindrical, bullet-like shape.
They are typically used for outdoor surveillance and have a longer range compared
to dome cameras. Bullet cameras are easy to install and adjust, often coming with
mounting brackets that allow for flexible positioning. They are often equipped with
infrared (IR) LEDs for night vision, making them suitable for low-light or night-time
surveillance. Bullet cameras are also available in vandal-resistant and
weatherproof models for outdoor use in challenging conditions.

C-mount Camera: C-mount cameras feature a detachable lens and a standardized
thread size (C-mount) that allows for the use of interchangeable lenses. They offer
greater flexibility in terms of lens selection, allowing users to customize the
camera's field of view, focal length, and zoom capabilities. C-mount cameras are
commonly used in applications where specific lens requirements are needed, such
as long-range surveillance or extreme lighting conditions. They may require
additional accessories, such as lens mounts and lens cover, to accommodate
different lens types and sizes.

Day/Night CCTV Camera: Day/night cameras are designed to capture high-
quality video footage both during the day and at night. During the day, they capture
colour images using natural light or artificial lighting sources. At night or in low-
light conditions, they switch to black-and-white mode and use infrared (IR) LEDs
to illuminate the scene for enhanced visibility. Day/night cameras are commonly
used in outdoor surveillance applications where lighting conditions vary
throughout the day and night.

Varifocal Camera: Varifocal cameras feature a variable focal length lens that allows
users to adjust the camera's field of view and zoom level manually. They offer
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greater flexibility compared to fixed focal length cameras, allowing users to
customize the camera's coverage area and magnification. Varifocal cameras are
commonly used in applications where the surveillance area may change over time
or where specific zoom levels are required for detailed monitoring.

Wireless Camera: Wireless cameras transmit video signals without any wire to the
recording or monitoring device, eliminating the need for physical cables. They offer
greater flexibility in camera placement and installation compared to wired cameras.
Wireless cameras are easy to install and can be quickly deployed in temporary or
remote locations. However, they may be susceptible to interference from other
wireless devices or signal degradation over long distances.

Each type of CCTV camera has its unique features and applications, allowing users
to choose the most suitable option based on their specific surveillance needs and
requirements.

Cables or Wireless Transmitters: CCTV cameras are connected to the recording
or monitoring device via cables or wireless transmitters. Coaxial cables, Ethernet
cables, or wireless transmission systems transmit the video signals from the
cameras to the recording device.

Recording Devices

The recording device stores the video footage captured by the cameras for later
retrieval and playback. A digital recorder is the device responsible for storing and
managing video footage captured by CCTV cameras.

Digital recorders typically include built-in hard drives or solid-state drives (SSDs)
for storing recorded footage. They may offer features like motion detection
recording, scheduled recording, and event-based recording triggers. Digital
recorders allow for easy retrieval and playback of recorded footage, either locally via
connected monitors or remotely over a network connection.

There are two main types of digital recorders used in CCTV systems:

Digital Video Recorder (DVR): DVRs are
used in analogue CCTV systems and are
designed to convert analogue video signals
into digital format for storage. They typically
include built-in hard drives for storing
recorded footage (Figure 2.1).

Figure 2.1: Digital video recorder
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Network Video Recorder (NVR):
NVRs are used in IP-based CCTV
systems and are designed to record
and manage video footage from
network cameras.

NVRs store footage in digital format
and often support advanced features
such as remote access and video
analytics. They store footage in
digital format and often support
advanced features such as remote
access and video analytics (Figure 2.2).

Figure 2.2: Network video recorder

Monitors

A monitor is used to display live video
feeds from the CCTV cameras and
playback recorded footage (Figure
2.3).

Monitors come in various sizes and
types, including Liquid Crystal
Display (LCD), Light Emitting Diode
(LED), and touchscreen monitors,
depending on the specific
requirements of the CCTV system.
They provide real-time monitoring of
the surveillance area, allowing
operators to observe activities and
events as they occur.

Figure 2.3: CCTV Video Monitors

Monitors may support features like split-screen display for viewing multiple camera
feeds simultaneously, on-screen menus for system configuration, and picture
adjustments for optimal image quality.

Control Devices

Control devices, such as keyboards, joysticks, or mobile applications, allow
operators to control Pant-Tilt-Zoom (PTZ) cameras, navigate through video footage,
and access advanced features of the CCTV system.

Network Devices

There are several types of networking devices. Some of them are as follows:

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL



CCTV Video Footage Auditor - Grade XI

Switches

Switches (Figure 2.4) are used to connect
multiple devices within a local area network
(LAN), such as computers, printers, servers,
and access points. They facilitate high-speed
communication and  provide dedicated
bandwidth to each connected device. They
operate at the data link layer (Layer 2) of the
Open Systems Interconnection (OSI) model and
use Media Access Control (MAC) addresses to
forward data packets to their intended
destination. Switches provide dedicated
bandwidth to each connected device, enabling
simultaneous communication between multiple
devices without collisions. They are commonly
used in office networks, data centres, and home
networks to create a wired network infrastructure.

Figure 2.4: LAN switches

The several types of switches can be categorized based on their size, speed, and
functionality. Common types include:

Unmanaged Switches: Plug-and-play switches that require no configuration and
are suitable for small networks.

Managed Switches: Configurable switches that offer features like Virtual Local
Area Network (VLAN) support, Quality of Service (QoS), and security settings.
Managed switches require configuration through a web-based interface, command-
line interface (CLI), or dedicated management software. Configuration involves
setting up VLANSs, port settings, security features, and Quality of Service (QoS)
parameters. The differences between managed and unmanaged switches are given
in Table 2.1.

Table 2.1: Difference between managed and unmanaged switches

Feature Managed Switch Unmanaged Switch
Configuration Highly configurable with Limited to basic plug-and-
Options advanced networking play functionality

features
Remote Supports remote Lacks remote management
Management management protocols capabilities

(SNMP, SSH, etc.)
Advanced Security | Offers advanced security Typically lacks advanced
Features features (ACLs, port security features

security)
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Traffic Supports Quality of Service Does not support QoS

Prioritization (QoS) for traffic prioritization | features

Complexity More complex setup and Simple, out-of-the-box
management setup and operation

Cost Generally more expensive More cost-effective

Suitable For Large-scale networks, Small-scale deployments,
environments with specific basic connectivity needs
requirements

Layer 2 and Layer 3 Switches: Layer 2 switches operate at the data link layer and
forward packets based on MAC addresses. Layer 3 switches add routing
functionality and operate at the network layer.

Switches are terminated by connecting Ethernet cables from end-user devices to
the switch ports using RJ45 connectors. Proper termination ensures reliable
connectivity and optimal performance.

Routers

Routers (Figure 2.5) are network devices used to connect multiple networks and
route data packets between them. They operate at the network layer (Layer 3) of the
OSI model and use IP addresses to forward data packets to
their destination network. Routers determine the optimal
path for data transmission based on routing tables and
network topology information. They are commonly used in
enterprise networks, internet service provider (ISP)
networks, and home networks to enable communication
between different networks and facilitate internet access.
Routers are typically terminated by connecting Ethernet cables from the LAN ports
to end-user devices and Wide Area Network (WAN)/Internet ports to the internet
connection. For WAN connections, termination may involve connecting fibre optic
cables to the router's optical interfaces. Routers can be categorized based on their
size, capabilities, and deployment scenarios. The common types of routers include
the following:

Figure 2.5: Router

i. Wired Routers: Traditional routers are used to connect multiple networks
and route data packets between them.

ii. = Wireless Routers: Routers with built-in wireless access points that provide
Wi-Fi connectivity to devices.

iii. Enterprise Routers: High-performance routers designed for large-scale
enterprise networks with advanced routing features.

iv. ONT (Optical Network Terminal) and OLT (Optical Line Terminal):
Optical Network Terminal (ONT) and Optical Line Terminal (OLT) are network
devices used in fibre optic networks to provide fibre-to-the-home (FTTH) or
fibre-to-the-premises (FTTP) connectivity. OLT is located at the service
provider's central office or data centre and aggregates traffic from multiple
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ONTs. ONT is installed at the customer's premises and converts optical
signals into electrical signals for communication with customer devices. ONT
and OLT facilitate high-speed internet access, voice services, and video
streaming over fibre optic networks. They are commonly used by
telecommunications companies to deliver broadband services to residential
and business customers. Each network device plays a crucial role in
facilitating communication and data transmission within and between
networks, enabling the seamless exchange of information across various
devices and locations.

Types of ONT (Optical Network Terminal) and OLT (Optical Line Terminal)

ONTs and OLTs are specific to fibre optic networks and are used to provide fibre-
to-the-home (FTTH) or fibre-to-the-premises (FTTP) connectivity. ONTs are installed
at the customer's premises and convert optical signals into electrical signals for
communication with customer devices. OLTs are located at the service provider's
central office or data centre and aggregate traffic from multiple ONTs. Optical
Network Terminals (ONTs) and Optical Line Terminals (OLTs) are key components
of fibre optic networks, particularly in Fibber-to-the-Home (FTTH) or Fibre-to-the-
Premises (FTTP) deployments.

Types of ONTs
Here are some common types of ONTs:

i. Indoor ONTs: These ONTs are designed for indoor installation at the
customer's premises. They are compact and typically installed near the
customer's telecommunications equipment, such as routers or modems.
Indoor ONTs are suitable for residential and small business applications.

ii. Outdoor ONTSs: Outdoor ONTs are designed for outdoor installation,
typically mounted on utility poles, walls, or in weatherproof enclosures. They
are ruggedized and equipped with weatherproof housing to withstand
outdoor environmental conditions. Outdoor ONTs are commonly used in
deployments where fibre optic cables are directly connected to customer
premises.

iii. ~ GPON ONTs: Gigabit Passive Optical Network (GPON) ONTs are designed for
use in GPON-based fibre optic networks. They support high-speed internet
access, voice services, and video streaming over fibre optic connections.
GPON ONTs are widely deployed by telecommunications providers for
residential and business broadband services.

iv. EPON ONTSs: Ethernet Passive Optical Network (EPON) ONTs are designed
for use in EPON-based fibre optic networks. Similar to GPON ONTs, they
provide high-speed internet access and other services over fibre optic
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connections. EPON ONTs are commonly used in enterprise networks and
metropolitan area networks (MANSs).

v. VoIP ONTs: Voice Over Internet Protocol (VoIP) ONTs are equipped with
integrated voice ports to support voice services over fibre optic networks.
They allow customers to make phone calls over the internet using VoIP
technology. VoIP ONTs are commonly deployed by telecommunications
providers offering bundled voice and data services.

Types of OLTs
Here are some common types of OLTs:

i. Central Office (CO) OLT: CO OLTs are located at the service provider's
central office or data centre. They aggregate traffic from multiple ONTs
deployed at customer premises and manage the distribution of data, voice,
and video services over fibre optic networks. CO OLTs are typically high-
capacity and support large numbers of subscribers.

ii. Remote OLT: Remote OLTs are deployed closer to the customer premises,
typically in outdoor cabinets or street cabinets. They serve as aggregation
points for fibre optic connections from multiple ONTs in a neighbourhood or
service area. Remote OLTs reduce fibre optic cable length and enable efficient
distribution of services to customers.

iii. = Carrier-Grade OLT: Carrier-grade OLTs are designed for use in carrier-grade
networks operated by telecommunications service providers. They offer high
reliability, scalability, and performance to meet the demands of large-scale
fibre optic deployments. Carrier-grade OLTs support advanced features such
as redundancy, Quality of Service (QoS), and management capabilities.

iv. OLT with Wavelength Division Multiplexing (WDM): Some OLTs are
equipped with Wavelength Division Multiplexing (WDM) technology, allowing
them to transmit multiple optical signals simultaneously over a single fibre
optic cable. WDM-enabled OLTs increase the capacity and efficiency of fibre
optic networks by enabling the coexistence of multiple services and protocols
on the same fibre infrastructure.

ONTs and OLTs are typically configured by the service provider and may
require the provisioning of services such as internet access, voice services,
and video streaming. Proper configuration and termination of network
devices are essential for ensuring reliable connectivity, optimal performance,
and security within a network infrastructure.
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CCTV Simulators

i. CCTV simulators are available, which are software or hardware based tools
that simulate the functionality of a real CCTV system. These simulators are
often used

ii.  for training and testing purposes, as they allow users to practice configuring
and operating CCTV systems without the need for a physical installation.

iii. CCTV simulators can simulate various aspects of a real CCTV system, such
as camera views, recording and playback, and alarm triggers. Some
simulators can also emulate specific brands or models of CCTV equipment,
allowing users to familiarize themselves with the interfaces and features of
different systems.

iv. CCTV simulators can be useful for security personnel, installers, and
manufacturers who need to test or demonstrate their equipment, as well as
for educational purposes for students studying security, surveillance, or
related fields.

Activity 1: CCTV surveillance techniques and scenario analysis

Materials Needed

e CCTV cameras (real or simulated)

e Monitors or display screens

e Recording devices (optional)

e Various props (e.g., mannequins, bags, tools)

e Handouts with CCTV terminology and techniques
e Whiteboard or flip chart

e Markers

o Timer

Procedure

e Begin by introducing the importance of CCTV surveillance in maintaining
security and safety in various environments.

e Distribute handouts with CCTV terminology and techniques to students.

e Review key terms and concepts related to CCTV surveillance, such as camera
types, angles, resolution, field of view, and recording formats.

e Form small groups and rotate participants through different surveillance
stations set up with CCTV cameras.
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e At each station, provide a specific scenario or task to observe and analyse
using the CCTV footage.

o Experiment with different camera angles, zoom levels, and monitoring
techniques to gather information effectively.

e Discuss observations, identify potential security risks or suspicious
behaviours, and propose appropriate responses.

e Conduct a discussion on the effectiveness of different surveillance techniques
employed, challenges encountered, and lessons learned.

e Summarize key takeaways and reinforce the importance of continuous training
and practice in honing surveillance skills.

Activity 2: Exploring CCTV camera types and their applications
Materials Needed

o Different types of CCTV cameras (e.g., dome cameras, bullet cameras, PTZ
cameras, fisheye cameras)

e Display screens or monitors

e Power sources or extension cords

e Handouts with information on each type of CCTV camera

e Whiteboard or flip chart

e Markers

e Timer

Procedure

e Begin the activity by introducing the importance of understanding different
types of CCTV cameras in video footage auditing.

e Provide each one with handouts containing information on each type of CCTV
camera.

o Review key features, functionalities, and applications of dome cameras, bullet
cameras, PTZ (Pan-Tilt-Zoom) cameras, fisheye cameras, and any other types
included in the demonstration.

e Display each type of CCTV camera in the designated area.

e Demonstrate the installation, setup, and operation of each camera type,
highlighting its unique characteristics and capabilities.

e Explain how to adjust camera settings, angles, and zoom levels to optimize
surveillance coverage and image quality.

e After demonstrating each camera type, facilitate a discussion comparing their
features, pros and cons, and suitability for different surveillance scenarios.

e Use a whiteboard or flip chart to create a visual comparison chart, listing key
attributes of each camera type for reference.

e Identify which camera types would be most appropriate for specific
surveillance applications, such as indoor vs. outdoor monitoring, large vs.
small areas, and day vs. night surveillance.
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Check Your Progress

A. Multiple Choice Questions

1. What is the primary function of a CCTV camera in a surveillance system?
(a) To store video footage
(b) To display live feeds
(c) To capture video footage
(d) To control PTZ cameras

2. Which type of CCTV camera is typically used for outdoor surveillance and has
a longer range compared to dome cameras?
(a) Dome camera

(b) Varifocal camera
(c) Bullet camera
(d) Day/Night camera

3. What type of cable or transmitter is used to connect CCTV cameras to the
recording device?
(a) Ethernet cable
(b) HDMI cable
(c) Coaxial cable
(d) Fibre optic cable

4. What is the main function of a digital recorder in a CCTV system?
(a) To display live feeds
(b) To provide power to cameras
(c) To store and manage video footage
(d) To control PTZ cameras

5. Which type of digital recorder is used in analogue CCTV systems?
(a) Network Video Recorder (NVR)
(b) Wireless recorder
(c) Digital Video Recorder (DVR)
(d) Hybrid recorder

6. What is the purpose of a monitor in a CCTV system?
(a) To control PTZ cameras
(b) To provide power to cameras
(c) To display live feeds and playback recorded footage
(d) To connect multiple networks together
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7. Which network device is used to connect multiple devices within a local area
network (LAN)?

(a) Router
(b) Modem
(c) Switch
(d) Hub

8. What type of router provides Wi-Fi connectivity to devices?
(a) Wired router
(b) Enterprise router
(c) Wireless router
(d) Managed router

9. What is the purpose of an Optical Network Terminal (ONT) in a fibre optic

network?

(a) To convert optical signals into electrical signals for communication with
customer devices

(b) To connect multiple networks together and route data packets between
them

(c) To provide power to fibre optic cables

(d) To aggregate traffic from multiple ONTs

10.What type of OLT is located at the service provider's central office or data
centre and manages the distribution of data, voice, and video services over
fibre optic networks?
(a) Central Office (CO) OLT
(b) Remote OLT
(c) Carrier-Grade OLT
(d) OLT with Wavelength Division Multiplexing (WDM)

Session 2: Transmission in CCTV

Securing CCTV transmission is paramount to prevent unauthorized access and
protect sensitive data. Implementing encryption protocols and authentication
mechanisms can safeguard video streams from potential cyber threats. By
understanding different transmission methods, optimizing bandwidth usage,
enhancing security protocols, implementing video compression techniques, and
utilizing cloud-based solutions, you can stay ahead in the evolving landscape of
CCTV technology. Effective bandwidth management is essential for ensuring
smooth transmission of video data in CCTV systems. By optimizing bandwidth
usage, you can prevent network congestion and maintain the quality of surveillance
footage.
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Video compression plays a critical role in reducing file sizes and optimizing
bandwidth utilization in CCTV transmission. By utilizing advanced compression
algorithms, you can achieve higher video quality without compromising on
transmission speed.

The types of transmission of video signals are as follows:

i. Analog Transmission: Traditional analog CCTV systems transmit video
signals over coaxial cables. Analog cameras capture footage and convert it into
analogue signals, which are then transmitted directly to a DVR (Digital Video
Recorder) or monitor for viewing. Analog transmission is limited in terms of
resolution and distance, but it remains in use due to its simplicity and cost-
effectiveness.

ii. Digital Transmission: Digital CCTV systems transmit video signals in a digital
format. This can be achieved through various means, including:

(a) Twisted Pair (UTP) Cables: Digital video signals can be transmitted over
twisted pair cables, such as CatSe or Cat6 cables, using technologies like
Ethernet or Power over Ethernet (PoE). This method allows for higher-quality
video transmission and longer distances compared to analogue transmission.

(b) Fibre Optic Cables: Fibre optic cables transmit data using light signals,
enabling high-speed and long-distance transmission of CCTV footage. fibre
optic transmission is immune to electromagnetic interference and offers
enhanced security against tampering.

iii. Wireless Transmission: Wireless CCTV systems use radio frequencies or Wi-
Fi technology to transmit video signals from cameras to receivers. This
eliminates the need for physical cables, making installation more flexible and
cost-effective. Wireless transmission can utilize Wi-Fi, Bluetooth, or other
wireless communication protocols, but it may be susceptible to interference
and signal degradation over long distances.

(a) RF (Radio Frequency): RF transmission involves the use of radio
frequencies to transmit video signals wirelessly. RF transmitters and receivers
are used to establish a wireless connection between the CCTV camera and the
monitoring station. RF transmission can be susceptible to interference and
limited in range.

(b) Microwave: In some cases, microwave transmission may be used for
wireless CCTV systems, particularly in point-to-point or point-to-multipoint
applications where long-range transmission is required.

iv. IP (Internet Protocol) Transmission: IP-based CCTV systems transmit video
footage over computer networks, such as LANs (Local Area Networks) or the
Internet. IP cameras capture digital video and encode it into data packets for
transmission. This method offers scalability, remote access, and integration
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with other IP-based systems, but it requires a robust network infrastructure
and cybersecurity measures to ensure data security.

(a) Ethernet/IP: Modern CCTV systems often utilize IP cameras that
encode video signals into digital data packets for transmission over
Ethernet networks. These IP cameras connect directly to the network
infrastructure, allowing for easy integration with existing network
systems and remote access to video feeds.

(b) Internet Transmission (Cloud): Some [P-based CCTV systems leverage
cloud services for video storage and remote access. This enables users
to access video feeds from anywhere with an internet connection and
provides scalability and flexibility in storage solutions.

(c) Power over Ethernet (PoE): PoE technology allows both power and
data to be transmitted over a single Ethernet cable, simplifying the
installation process for IP cameras and reducing the need for separate
power sources.

v. Cellular Transmission: In remote locations or areas where traditional
connectivity is limited, CCTV systems can utilize cellular networks to transmit
video footage. Cellular transmission relies on 3G, 4G, or 5G networks to send
data wirelessly to monitoring stations or cloud storage platforms. This method
provides mobility and flexibility but may incur data usage costs and require
stable cellular coverage. Each transmission method has its advantages and
considerations, and the choice often depends on factors such as distance,
environment, reliability, and cost.

Strategies and Techniques for CCTV Surveillance

CCTV surveillance techniques encompass a variety of strategies and technologies
aimed at monitoring and recording activities within a given area. By employing
these surveillance techniques and technologies, CCTV systems can enhance
security, deter criminal activity, and provide valuable insights for decision-making
and incident response. The following are several common techniques used to
achieve comprehensive coverage through cameras:

i. Strategic Placement: Cameras should be strategically placed to cover
critical areas such as entry points, exits, high-traffic areas, and areas with
valuable assets.

ii. Height and Angle: Cameras should be mounted at an appropriate height
and angle to maximize coverage while minimizing blind spots. Elevated
positions can provide broader views and reduce the risk of tampering.

iii. Overlap: Overlapping camera coverage helps ensure continuity of
surveillance and minimizes blind spots. This redundancy enhances overall
security by providing multiple perspectives of the same area.
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iv.  Use of Pan-Tilt-Zoom (PTZ) Cameras for Flexibility: PTZ cameras offer the
flexibility to adjust the field of view remotely. Operators can pan, tilt, and
zoom the camera to focus on specific areas of interest in real-time, providing
dynamic coverage of large areas with a single camera.

v. Wide Dynamic Range (WDR): WDR technology helps cameras capture clear
images in environments with high contrast lighting conditions, such as areas
with both bright sunlight and deep shadows. This ensures that details are
visible across the entire scene, enhancing surveillance effectiveness.

vi. Infrared (IR) Illumination: IR illumination enables cameras to capture
high-quality images in low-light or night-time conditions. By emitting
infrared light that is invisible to the human eye but visible to the camera, IR
illuminators extend the range of surveillance and improve visibility in dark
environments.

vii. Motion Detection: Motion detection algorithms can be used to trigger
recording or alerts when movement is detected within the camera's field of
view. This helps reduce the volume of footage to review while ensuring that
relevant events are captured.

viii. 360-Degree Cameras: 360-degree cameras provide panoramic views of the
surroundings, eliminating blind spots and offering comprehensive coverage
with a single camera. These cameras are particularly useful in open spaces
or areas where a wide field of view is necessary.

ix. Analytics and Smart Features: Advanced analytics and smart features,
such as object detection, facial recognition, and license plate recognition,
can enhance CCTV coverage by automatically identifying and tracking
relevant objects or individuals within the scene.

X. Remote Monitoring and Mobile Access: Remote monitoring capabilities
allow operators to access live video feeds and recorded footage from
anywhere with an internet connection, enabling real-time surveillance and
rapid response to incidents.

Activity 1: Exploring the principles and limitations of surveillance systems
Materials Needed

e Presentation materials (slides or handouts) outlining the operating principles
and limitations of surveillance systems
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e Examples of surveillance system setups, including camera placements and
monitoring stations

e Case studies illustrating real-world scenarios highlighting both benefits and
drawbacks of surveillance systems

e Pen and paper for note-taking

Procedure

e The teacher will provide an overview of surveillance systems, explaining their
purpose, components, and key functions.

e Present the operating principles of surveillance systems, focusing on capture
and recording, monitoring and real-time observation, deterrence and
prevention, investigation and evidence gathering, and remote access and
management.

e Form groups and facilitate a discussion on the benefits and drawbacks of
surveillance systems.

e Prompt discussion on topics such as deterrence of criminal activity, evidence
collection for investigations, privacy concerns, and maintenance challenges.

Activity 2: Role-playing exercise
Materials Required

e Scenario Cards: Descriptions of security incidents for role-play.
¢ Role-Play Props: Security uniforms, radios, and badges.
e Surveillance Equipment: Access to CCTV or mock surveillance tools.

Procedure

e The teacher will form teams where each one of you will be divided into roles
such as security personnel, facility managers, and law enforcement officers.

e Present various scenarios involving security incidents or suspicious activities
requiring a response from surveillance systems.

e Conduct role-play of the respective roles and demonstrate how you would
utilize surveillance systems to address the situation.

Check Your Progress

A. Subjective Questions

1. What are the primary advantages of using fibre optic cables for transmission
in CCTV systems?
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2. How does Wi-Fi technology contribute to wireless CCTV systems, and what are
its limitations?

3. What role does Power over Ethernet (PoE) technology play in IP network
transmission for CCTV systems?

4. What are some common techniques used to achieve comprehensive coverage
through CCTV cameras?

S. How do PTZ cameras enhance surveillance capabilities in CCTV systems?
6. What are the benefits of Wide Dynamic Range (WDR) and Infrared (IR)
Nlumination in CCTV cameras?

Session 3: Operating Principles of CCTV Surveillance

System

The operating principles of a CCTV surveillance system revolve around capturing,
recording, and monitoring activities within a designated area to enhance security,
safety, and situational awareness. However, along with its benefits, surveillance
systems also have limitations.

Surveillance systems operate on the principle of monitoring and recording activities
within a designated area to enhance security and safety. By employing cameras
and sensors, these systems capture real-time video footage and data, which can be
analysed and stored for future reference. The key principle involves continuous
observation of the monitored area, enabling rapid detection and response to
security threats or suspicious behaviour. Surveillance systems are strategically
positioned to cover critical areas, such as entry points, exits, and high-traffic zones,
ensuring comprehensive coverage and minimizing blind spots.

Some of the important operating principles of surveillance system are:

i. Capture and Recording: Surveillance systems utilize cameras to capture
video footage of the monitored area. This footage is then recorded onto storage
devices, such as hard drives or cloud servers, for future review and analysis.

ii. Monitoring and Real-Time Observation: Operators or automated systems
monitor live video feeds in real-time to detect and respond to security incidents
or suspicious activities as they occur.

iii. Deterrence and Prevention: The presence of surveillance cameras can act as
a deterrent to criminal activity, discouraging potential offenders from engaging
in unlawful behaviour.
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iv. Investigation and Evidence Gathering: Recorded video footage serves as
valuable evidence for investigating incidents, identifying perpetrators, and
prosecuting criminal activities.

v. Remote Access and Management: Remote monitoring capabilities allow
authorized personnel to access surveillance feeds from anywhere with an
internet connection, enabling real-time monitoring and management of
security operations.

Limitations in Operating the CCTV Surveillance System

There are several important factors that help in understanding the limitations of
the operation of the surveillance system. Some of the factors are as follows:

i. Blind Spots: Surveillance systems may have blind spots or areas outside the
camera's field of view that are not monitored, leaving potential vulnerabilities
in the security coverage.

ii. Limited Field of View: Cameras have a limited field of view, which may require
multiple cameras to cover larger areas adequately. This can increase the
complexity and cost of the surveillance system.

iii. Environmental Factors: Environmental factors such as lighting conditions,
weather, and obstructions can impact the effectiveness of surveillance
cameras, leading to reduced visibility and image quality.

iv. Privacy Concerns: The deployment of surveillance systems raises privacy
concerns, as individuals may feel their privacy is being invaded by constant
monitoring and recording of their activities.

v. Maintenance and Reliability: Surveillance systems require regular
maintenance to ensure optimal performance and reliability. Malfunctions,
technical issues, or equipment failures can compromise the effectiveness of
the system.

vi. False Alarms and Nuisance Alerts: Motion detection algorithms or automated
alert systems may generate false alarms or nuisance alerts due to
environmental factors or benign activity, leading to unnecessary interruptions
and resource allocation.

vii. Data Security Risks: Stored surveillance footage and live video feeds are
vulnerable to unauthorized access, hacking, or cyberattacks, posing risks to
data security and privacy.

viii. Legal and Ethical Considerations: The use of surveillance systems must
comply with legal regulations and ethical guidelines to ensure the protection
of individual rights and freedom.
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Activity 1: Exploring the principles and limitations of surveillance systems

Materials Needed

e Presentation materials (slides or handouts) outlining various data storage devices
and cloud storage technology.

o Different storage devices (HDDs, SSDs, USB flash drives, NAS devices, etc.).

e Pen and paper for note-taking.

Procedure

e The teacher will begin by introduction to various data storage devices, including
HDDs, SSDs, USB flash drives, NAS devices, tape drives, optical discs, and cloud
storage services.

o Explain the features, benefits, and use cases of each storage device, highlighting
factors such as capacity, performance, portability, and cost.

e Provide hands-on demonstrations of various storage devices, allowing
participants to examine and interact with HDDs, SSDs, USB flash drives, and
other storage media.

e Demonstrate how to connect and use different storage devices with computers
and other devices, showcasing their ease of use and compatibility.

Activity 2: Introduction to cloud storage
Materials Required

e Cloud Storage Platforms: Example accounts or demos of cloud storage services.
e Presentation Slides: Visual aids summarizing cloud storage concepts.

Procedure

e The teacher will introduce cloud storage technology, explaining its architecture,
benefits, and key features.

e Discuss how cloud storage operates on a distributed architecture, offering
scalability, accessibility, redundancy, reliability, security, and cost-
effectiveness.

e Highlight the advantages of cloud storage, including unlimited scalability,
remote accessibility, data redundancy, enhanced security, cost-effectiveness,
and seamless integration with other cloud services.

e Use case studies to illustrate how organisations leverage cloud storage for data
storage, backup, collaboration, and disaster recovery.
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Activity 3: Cloud storage comparison

Materials Required

e Cloud Storage Platforms: Example accounts or demos of cloud storage services.
e Presentation Slides: Visual aids summarizing cloud storage concepts.

Procedure

e The teacher will form small groups and assign each group a specific scenario or
use case requiring data storage solutions.

e Evaluate different storage options, including traditional storage devices and
cloud storage services, and recommend the most suitable solution based on the
given scenario.

e Ask students to make presentations of the most suitable solution based on the
given scenarios.

Check Your Progress

A. Multiple Choice Questions

1. Which factor might impact the effectiveness of surveillance cameras?
(a) Increased lighting conditions
(b) Decreased maintenance
(c) Better field of view
(d) Environmental factors

2. What aspect of surveillance systems raises privacy concerns?
(a) Remote access and management
(b) Monitoring and real-time observation
() Data security risks
(d) Continuous observation

3. What potential vulnerability in security coverage is associated with blind
spots in surveillance systems?
(a) Overlapping camera coverage
(b) Increased deterrence of criminal activity
(c) Potential areas not monitored
(d) Enhanced situational awareness
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4. Which principle involves capturing video footage for future review and
analysis in surveillance systems?
(a) Deterrence and prevention
(b) Investigation and evidence gathering
(c) Remote access and management
(d) Maintenance and reliability

Session 4: Recording and Storage of Video Footage

By understanding the importance of data management, ensuring data security and
compliance, implementing effective recording practices, enhancing editing skills,
and leveraging cloud-based storage solutions, individuals can optimize their video
storage capabilities and achieve better outcomes. This includes setting up cameras
in optimal locations, adjusting lighting and audio settings for optimal quality, and
capturing footage from multiple angles for a comprehensive view. By mastering
these recording techniques, individuals can ensure that the footage they capture is
clear, detailed, and suitable for its intended purpose. Recording footage in both
analogue and digital video recorders (DVRs) involves capturing and storing video
data for future playback, analysis, and archival purposes.

Analog Video Recording System

An Analog Video Recording System captures and stores video footage using analogy
signals, typically recorded on VHS tapes or similar media, offering basic resolution
and limited storage capacity compared to digital systems. Let us explore how
recording, backup, and archiving are handled in analogue video recording systems
and digital video recording systems:

i. Recording: Analog cameras capture video signals and transmit them to
analogue video recorders (VCRs) or Digital Video Recorders (DVRs) via
coaxial cables. The VCR or DVR records the analogue video signals onto
magnetic tapes or other analogue storage media.

ii. -~ Backup: Analog video recordings can be duplicated by making copies of the
tapes or storage media. This duplication process involves transferring the
analogue video signals from the original tape to another tape or digital format
using analogue -to-digital converters.

iii.  Archiving: Analog video recordings are typically stored in physical archives,
such as shelves or cabinets, where the tapes or storage media are labelled
and organized for easy retrieval. Archiving analogue footage requires proper
storage conditions to prevent degradation of the tapes over time.
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Digital Video Recording Systems

i. Recording: Digital cameras capture
video data in a digital format, which
is directly recorded onto digital video
recorders (DVRs) or network video
recorders (NVRs). The digital video
data is stored in files on hard drives
or solid-state drives (SSDs) within the
DVR or NVR.

ii.  Backup: Digital video recordings
can be backed up by creating
duplicates of the video files and storing them on separate storage devices,
such as external hard drives, network-attached storage (NAS) devices, or
cloud storage services. Backup processes can be automated to ensure
regular backups of critical footage.

Figure 2.6: Digital video recording

iii. Archiving: Archiving digital video footage involves storing the video files in a
secure and organized manner for long-term preservation. This can be done
on dedicated archival storage systems with redundant storage, data integrity
verification, and lifecycle management features. Digital archives may also
utilize metadata tagging and indexing for efficient retrieval of archived
footage.

By implementing robust backup and archival practices, surveillance systems can
ensure the integrity, availability, and longevity of recorded footage for investigative,
compliance, and operational purposes.

Data Storage Devices

As CCTV video footage often contains sensitive information, it is essential to
implement robust security measures to protect against unauthorized access and
data breaches. This includes encrypting video files, restricting access to authorized
personnel, and implementing data retention policies to comply with privacy laws
and regulations.

Various data storage devices are used in personal and enterprise settings, each
offering unique features and benefits. Hard Disk Drives (HDDs) utilize rotating
platters and magnetic heads for storage and are common due to their affordability
and high capacity. Solid State Drives (SSDs) provide faster access times and higher
speeds with flash memory chips, making them ideal for performance-critical
applications. Universal Serial Bus (USB) flash drives and memory cards offer
portable storage solutions for transferring files between devices. External hard
drives add extra storage capacity and connectivity options, while Network Attached
Storage (NAS) devices enable shared storage access over networks. Tape drives are
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favoured for long-term archival storage due to their low cost and durability. Cloud
storage services provide remote storage and data management via the Internet,
offering flexibility and accessibility. Optical discs, such as CDs, DVDs, and Blue-
rays, remain relevant for distributing media and archival purposes. The choice of
storage device depends on factors like capacity, performance, portability, and cost,
tailored to specific needs and use cases.

Cloud Storage Technology

Cloud storage technology revolutionizes data storage by offering scalable, flexible,
and accessible solutions for storing and managing data over the internet. Here's an
overview of cloud storage technology and its benefits:

i.  Architecture: Cloud storage operates on a distributed architecture, where
data is stored across multiple servers and data centres managed by a cloud
service provider. This distributed approach enhances reliability, availability,
and fault tolerance.

ii.  Scalability: Cloud storage solutions offer virtually unlimited scalability,
allowing organisations to scale storage capacity up or down based on their
changing needs without the need for significant infrastructure investments.
Users can easily expand storage capacity as their data grows, ensuring
seamless scalability.

iii.  Accessibility: Cloud storage enables users to access their data from
anywhere with an internet connection, using various devices, such as
computers, smartphones, and tablets. This accessibility facilitates remote
work, collaboration, and data sharing among users across different
locations.

iv. Redundancy and Reliability: Cloud storage providers typically implement
redundancy and replication mechanisms to ensure data durability and
availability. Data is often replicated across multiple geographic locations to
protect against data loss due to hardware failures, disasters, or other
unforeseen events.

v.  Security: Cloud storage providers implement robust security measures to
protect data against unauthorized access, data breaches, and cyber threats.
This includes encryption, access controls, multi-factor authentication, and
compliance with industry standards and regulations.

vi. Cost-effectiveness: Cloud storage offers a pay-as-you-go pricing model,
where organisations only pay for the storage resources they consume. This
cost-effective pricing model eliminates the need for upfront hardware
investments and allows organisations to optimize their storage costs based
on their usage patterns.
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vii. Data Management: Cloud storage platforms often provide advanced data
management features, such as versioning, file synchronization, data
deduplication, and automated backups. These features streamline data
management tasks and enhance data protection, efficiency, and
productivity.

viii. Integration: Cloud storage solutions integrate seamlessly with other cloud
services and applications, enabling organisations to leverage the cloud
ecosystem for enhanced functionality and interoperability. Integration with
productivity tools, collaboration platforms, and data analytics services
enhances workflow efficiency and business agility.

Cloud storage offers extensive advantages for both individuals and businesses. By
storing data remotely on internet-accessed servers, it delivers unparalleled
flexibility and accessibility. Users can retrieve their data from any location and at
any time using any internet-enabled device, enabling effortless collaboration and
remote work. Furthermore, cloud storage negates the need for costly hardware
infrastructure, as storage resources can be easily scaled and accessed on demand,
resulting in cost reductions and improved resource management for organisations.
Cloud storage providers implement robust security measures to safeguard data
from unauthorized access, guaranteeing its integrity and confidentiality. With its
cost-effectiveness, scalability, accessibility, and security provisions, cloud storage
has emerged as the favoured solution for storing and managing data in today's
digital landscape.

Activity 1: Analysing the operating principles and limitations of surveillance
systems

Materials Needed

e Analog CCTV cameras

e Digital CCTV cameras

e Analog DVR

e Digital NVR

e Display screen or monitor

e Recording media (hard drive, SD card, etc.)

e Backup storage device (external hard drive, cloud storage)

e Handouts with information on recording, backup, and archiving procedures
e Whiteboard or flip chart

e Markers
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Procedure

e The teacher will begin by introducing the importance of recording and
preserving CCTV footage for security and investigative purposes.

e Provide an overview of analogue DVRs and digital NVRs, highlighting their
differences in terms of technology, features, and capabilities.

e Explain the recording process and storage options available with each type
of device.

e Start by demonstrating the recording process using an analogue CCTV
camera connected to an analogue DVR.

e Demonstrate the recording process using a digital CCTV camera connected
to a digital NVR.

e Explain the importance of backing up CCTV footage to prevent data loss and
ensure continuity of surveillance operations.

e Demonstrate how to back up recorded footage from both analogue DVRs and
digital NVRs to external storage devices such as hard drives or cloud storage.

Activity 2: Hands-on exploration of CCTV Systems: capabilities and limitations
Materials Needed

e Various types of CCTV cameras (analogue, digital, PTZ, fisheye, etc.)
e Analog DVRs and digital NVRs

e Display screens or monitors

e Handouts with information on operational capacities and limitations
e Whiteboard or flip chart

e Markers

Procedure

e Provide an overview of the operational capacities and limitations of CCTV
systems and equipment, including factors such as resolution, field of view,
lighting conditions, and environmental factors.

e Discuss how these factors can impact the effectiveness and reliability of
surveillance operations.

o Demonstrate the operational capacities and limitations of different types of
CCTV cameras (e.g., analogue, digital, PTZ, fisheye) and recording devices
(analogue DVRSs, digital NVRs).

e Adjust camera settings, navigate recording interfaces, and optimize video
quality.

e Form small groups and assign each group a specific aspect of CCTV
equipment to explore (e.g., camera resolution, field of view, low-light
performance).

e Provide participants with scenarios or tasks to test the operational capacities
and limitations of the assigned equipment.
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e Experiment with different settings and configurations to observe how they
affect video quality and surveillance outcomes.

e Summarize the main points covered in the activity.

Check Your Progress

A. Multiple Choice Questions

1. What is one of the primary differences between analogue and digital video
recording systems regarding recording methods?
(a) Analog systems use magnetic tapes, while digital systems use hard drives.
(b) Analog systems use hard drives, while digital systems use magnetic tapes.
(c) Both analogue and digital systems use magnetic tapes for recording.
(d) Both analogue and digital systems use hard drives for recording.

2. How are analogue video recordings typically backed up?
(a) By creating duplicates of digital files.
(b) By storing them on cloud servers.
(c) By transferring analogue signals to another tape or digital format.
(d) By utilizing solid-state drives (SSDs).

3. What is a key advantage of digital video recording systems over analogue
systems regarding backup?
(a) Digital systems offer easier duplication of recordings.
(b) Digital systems require less storage space for backups.
(c) Digital systems have fewer backup options.
(d) Digital systems have slower backup processes.

4. Which storage device is favoured for long-term archival storage due to its low
cost and durability?
(a) Solid State Drives (SSDs)
(b) USB flash drives
(c) Tape drives
(d) External hard drives

5. What is one of the benefits of cloud storage technology regarding scalability?
(@) It limits the amount of data that can be stored.
(b) It requires significant infrastructure investments for scalability.
(c) It offers virtually unlimited scalability without significant infrastructure
investments.
(d) It restricts access to data based on location.

6. What characteristic of cloud storage enhances reliability and fault tolerance?
(a) Centralized architecture
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(b) Limited scalability
(c) Distributed architecture
(d) Restricted accessibility

7. How does cloud storage technology enhance accessibility?
(a) By restricting access to data from specific devices
(b) By limiting access to data from specific locations
(c) By enabling access to data from anywhere with an internet connection
(d) By requiring physical storage devices for data access

8. Which security measure is commonly implemented by cloud storage providers
to protect data?
(a) Encryption
(b) Data duplication
(c) Physical storage
(d) Redundancy

9. What pricing model does cloud storage typically offer?
(a) Pay-as-you-go
(b) Fixed pricing
(c) Upfront payment
(d) Subscription-based

10.How do cloud storage solutions streamline data management?
(a) By limiting data access
(b) By offering limited storage capacity
(c) By providing advanced data management features
(d) By restricting data backups
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Introduction to CCTV Video Footage
Auditor

Module 3

Module Overview

The module offers an extensive introduction to the functions of a CCTV video
footage auditor, focusing on the essential processes of retrieving, reviewing,
analyzing, and documenting video footage. It begins by examining the techniques
required for retrieving footage from various CCTV systems, providing insight into
the necessary tools and methods for effective data access. Following this, the
module addresses techniques for reviewing footage to identify incidents, such as
suspicious activities or security breaches, equipping individuals with methods to
highlight key events and accurately interpret visual data. This module is designed
to equip individuals with the competencies needed to conduct thorough audits of
CCTYV footage, maintaining integrity and reliability throughout the process.

Session 1 focuses on the various tools and techniques utilized for obtaining video
footage from CCTV systems. It covers the technical aspects involved in accessing
and exporting footage from different types of storage devices, including digital and
network video recorders.

Session 2 deals with the methods for assessing video footage to ensure compliance
with relevant standards and verify its authenticity. Techniques to detect any
tampering or inconsistencies in the footage will be explored to uphold legal and
organizational requirements.

Session 3 deals with strategies for scrutinizing footage to identify specific incidents,
including suspicious behaviors or security breaches. Guidance on recognizing
significant moments and effectively interpreting visual information to assist in
incident investigations is provided.

Session 4 highlights essential practices for accurately documenting the results of
a CCTV footage audit. It stresses the importance of creating thorough and precise
reports that clearly present all findings and observations for future reference or
additional inquiries.
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Learning Outcomes

On completion of the session, you will be able to:

e Describe the importance of establishing objectives and scope of CCTV video
footage auditing.

o Identify specific goals for auditing, such as verifying system compliance,
detecting anomalies, or reviewing incidents.

e Describe the benefits of systematic auditing for improving security,
accountability, and operational efficiency.

e Describe the legal and ethical considerations for presenting CCTV footage
as evidence in court proceedings.

e Explain the principles of authentication, ensuring that footage is verifiably
linked to the source.

e Describe the purpose of chain of custody protocols, timestamp verification,
hash value generation, and securing storage.

e Describe the importance of preserving CCTV video footage for investigative,
legal, and security purposes

e Address risks associated with improper preservation, such as data loss or
inadmissibility in legal proceedings.

e Identify the key components and technologies involved in CCTV systems
and video recording

e List and describe key components, including cameras, transmission
systems, recorders, and storage devices.

o Differentiate between analog and IP-based systems and their respective
technologies.

e Demonstrate the skills and knowledge necessary to document and report
findings during the CCTV video footage auditing process

e Use standardized formats and documentation practices to ensure clarity
and consistency.

o Demonstrate knowledge of regulatory compliance and its impact on
reporting.

Module Structure

Session 1: Retrieving CCTV Video Footage

Session 2: Reviewing and Analysing CCTV Video Footage for Compliance and
Authenticity

Session 3: Effective CCTV Video Footage Management

Session 4: Documentation of Findings of CCTV Video Footage Audit
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Session 1: Retrieving CCTV Video Footage

The role of a CCTV Video Footage Auditor is critical in ensuring the accuracy,
reliability, and effectiveness of surveillance systems. Video footage auditors assess
the quality and reliability of video recordings to ensure they meet specified
standards for clarity, resolution, frame rate, and storage. They check for technical
issues, such as camera malfunctions, video distortion, or recording errors, and take
corrective actions to maintain the integrity of surveillance data. They ensure that
surveillance activities comply with relevant laws, regulations, and organisational
policies. They verify that CCTV systems are installed and operated by legal
requirements regarding privacy, data protection, and surveillance practices.

When using CCTV video footage, it is important to consider privacy laws to ensure
that the rights of individuals are not violated. In many countries, there are specific
laws that regulate the use of CCTV footage. These laws require that individuals are
informed about the collection and use of their personal data, and that their privacy
is protected. To comply with privacy laws, CCTV video footage auditors should
ensure that the footage is only used for the purpose for which it was collected. They
should also ensure that the footage is stored securely and only accessed by
authorized personnel. In addition, individuals should be informed about the use of
CCTV cameras in public spaces, and their right to access the data.

CCTV Video Footage Auditors review CCTV footage to investigate security incidents,
such as theft, vandalism, unauthorized access, or suspicious activities. They
reconstruct the sequence of events leading up to an incident, identify individuals
involved, and gather evidence for further investigation or legal proceedings.

Video footage auditors analyse recorded footage to detect anomalies or unusual
patterns that may indicate security threats or operational issues. They identify
unauthorized personnel in restricted areas, unusual behaviour patterns, or
deviations from normal operating procedures, which could signify potential security
breaches or risks.

Auditors monitor operational activities captured in CCTV footage and identify
opportunities for improvement in various sectors, such as retail, transportation,
manufacturing, and healthcare. They assess adherence to operational protocols,
identify inefficiencies, and implement measures to enhance productivity, safety,
and customer service. They maintain detailed records of video footage audits,
including findings, observations, and recommendations for corrective actions. They
generate reports summarizing audit results and present them to relevant
stakeholders, such as management, security teams, or regulatory authorities.
Video footage auditors sometimes provide training and guidance to security
personnel, law enforcement officers, and other stakeholders involved in
surveillance operations. They use real-life scenarios captured in video recordings
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to impart practical insights into security protocols, threat detection techniques,
and incident response procedures. CCTV video footage auditing involves a
systematic process of reviewing, analysing, and evaluating recorded video data
captured by Closed-Circuit Television (CCTV) cameras. The following are the steps
typically involved in CCTV video footage auditing:

Establish objectives and scope

Retrieve video footage

Review and analyse video footage for compliance and authenticity
Preserving video footage

Document and report findings

Follow-up and monitoring

AN o

Activity 1: Conducting a CCTV footage audit
Materials Needed

e Access to a CCTV system (simulated or real)

e Login credentials (if applicable)

o Computer or device with internet access

e Notebook or document for documentation

e Sample security incident scenarios or case studies
e Sample operational efficiency assessment criteria

Procedure

e Get access to a simulated or real CCTV system.

o Retrieve CCTV footage related to a specific security incident or operational
challenge identified in a provided scenario.

e Explore guidance related to the steps of accessing the CCTV system, navigating
to the relevant footage, specifying parameters, playback, and exporting as
necessary.

e Discuss legal and ethical considerations when accessing and using CCTV
footage for audit purposes.

e Review CCTV footage using the video footage auditing and investigation
software to reconstruct the sequence of events leading up to the incident,
identify individuals involved, and gather evidence for investigation.

e Conduct group discussions on findings, challenges encountered, and
recommendations for improving incident investigation procedures.

e Document the audit findings, including details of CCTV footage reviewed,
observations, conclusions, and recommendations.
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Check Your Progress

Subjective Questions

What are some objectives of a CCTV video footage audit?

What steps are involved in retrieving CCTV footage?

How can an auditor determine the scope of a CCTV audit?

What considerations should be made regarding compliance and legal aspects
when retrieving CCTV footage?

S. Why is proper documentation important when retrieving CCTV footage?

e

Session 2: Reviewing and Analysing CCTV Video Footage

for Compliance and Authenticity

Reviewing and analysing video footage for compliance and authenticity is crucial
for maintaining the integrity of surveillance systems. By implementing these
measures, organisations can significantly enhance the authenticity and integrity of
their CCTV footage, ensuring its reliability for security and investigative purposes.
The following are some of the methods commonly used to verify the authenticity of
CCTV video footage:

Timestamp Verification

Timestamps typically indicate the date and time when each frame of video footage
was recorded. Begin by reviewing the format of timestamps used in the CCTV
system.

Check if the timestamps on the footage are consistent and accurate. Any
discrepancies could indicate tampering. Scrutinize timestamps for anomalies or
irregularities that may indicate tampering, manipulation, or inaccuracies in the
recorded video data. Look for inconsistencies, such as missing or duplicated
timestamps, non-sequential time increments, or timestamps that deviate
significantly from expected patterns.

Verify that timestamps are displayed in a standardized format that is easy to
interpret and consistent across all camera feeds and footage playback interfaces.
Use synchronized timekeeping devices or software tools to compare timestamps
across multiple camera feeds and footage segments.
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Check for any discrepancies or drift between timestamps recorded by different
CCTV cameras or recording devices. Timestamp drift may occur due to variations
in internal clocks, synchronization issues, or system malfunctions. Consider time
zone differences when reviewing timestamps, especially in multi-location
surveillance environments or systems deployed across different geographical
regions.

Cross-reference timestamps with event logs, system logs, or incident reports to
validate the timing of specific events or incidents captured in the video footage.
Ensure that timestamps align with corresponding entries in activity logs, alarm
triggers, access control records, or other sources of chronological data.

Document the results of timestamp verification activities, including any
discrepancies, issues, or observations identified during the review process.

Record details such as the date, time, camera Identification number, footage
segment, and nature of any timestamp-related anomalies encountered.

Report any timestamp-related issues or concerns to relevant stakeholders, such
as system administrators, security personnel, or audit oversight bodies.

Watermarking

Watermarking in the context of CCTV video footage refers to the process of
embedding a digital watermark or identifier into the video frames to signify
ownership, authenticity, or integrity. Watermarking can be used to authenticate
the authenticity and integrity of CCTV video footage. Digital watermarks are
embedded using cryptographic techniques, making them resistant to tampering or
alteration.

The watermark typically appears as a semi-transparent overlay on the video frames,
serving as a visual indicator of the source or origin of the footage.

Watermarking allows CCTV system owners or operators to embed their logo, name,
or other identifying information into the video footage. This helps establish
ownership and deter unauthorized use or distribution of the recorded content.

Some systems embed watermarks into the footage to prevent tampering. These
watermarks can be verified to ensure the authenticity of the footage.

Watermarked CCTV footage aids forensic analysis and investigation by providing
verifiable metadata and provenance information. Investigators can use embedded
watermarks to trace the origin of the footage, validate its authenticity, and
reconstruct the chain of events leading up to an incident.
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Watermarking enhances the credibility and evidentiary value of CCTV video
evidence in legal proceedings, regulatory investigations, or law enforcement
inquiries.

Chain of Custody

Chain of custody refers to the chronological documentation or record of the
custody, control, transfer, and handling of physical or digital evidence from the
time it is collected until its presentation in a court of law or other judicial or
administrative proceedings. Maintaining an accurate chain of custody is crucial for
ensuring the integrity, authenticity, and admissibility of the recorded evidence.

Chain of custody forms, evidence tags, or seizure logs are commonly used to
document the collection process and establish an initial record of custody.

The chain of custody documentation should include details of the storage location,
duration of storage, and any security measures implemented to protect the footage
from unauthorized access or manipulation. Proper storage conditions, such as
temperature-controlled environments and access controls, should be implemented
to maintain the integrity of the evidence.

Throughout the chain of custody process, comprehensive documentation should
be maintained to record every instance of custody, transfer, handling, and storage
of the CCTV video footage.

A documented chain of custody for the footage, including who recorded it, who
accessed it, and any modifications made helps track the integrity of the footage.

Encryption

Encryption is a process of encoding information in such a way that only authorized
parties can access and understand it. In the context of CCTV video footage,
encryption is used to protect the confidentiality, integrity, and privacy of recorded
video data. Encryption safeguards the confidentiality of CCTV video footage by
scrambling the contents of the video files in such a way that unauthorized
individuals or entities cannot view or decipher the content without the appropriate
decryption key.

The CCTV video footage is encrypted during storage and transmission to prevent
unauthorized access and tampering. Encryption ensures that only authorized
personnel can access and modify the footage. In some cases, end-to-end encryption
may be implemented to protect CCTV video footage throughout its entire lifecycle,
from capture to storage and transmission.
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End-to-end encryption ensures that video data remains encrypted at rest, in
transit, and during processing, providing comprehensive protection against
unauthorized access and data breaches.

Digital Signatures

Digital signatures are cryptographic mechanisms used to validate the authenticity,
integrity, and origin of digital documents, messages, or data. In the context of CCTV
video footage, digital signatures can be employed to ensure the credibility and
integrity of recorded video data. Each video file can be digitally signed by the camera
or recording device that captured it, establishing its authenticity and confirming
that it has not been tampered with since its creation.

The digital signature is created using cryptographic algorithms and keys unique to
the camera or recording device, making it computationally infeasible to forge or
replicate without the corresponding private key. Digital signatures provide non-
repudiation, meaning that the signer cannot later deny their involvement in
creating or approving the signed document or data. In the context of CCTV video
footage, digital signatures serve as irrefutable evidence of the camera's role in
capturing and generating the recorded content.

By digitally signing video footage, cameras or recording devices authenticate their
authorship and confirm their responsibility for the content, preventing disputes
over the origin or authenticity of the recordings. Auditors can verify the authenticity
and integrity of CCTV video footage by validating the digital signatures associated
with the video files. This involves using the corresponding public keys provided by
the camera or recording device to verify the signature's validity.

Checksums and Hashing

A checksum is a value calculated from a data set using a mathematical algorithm.
It is typically used to detect errors or inconsistencies in data transmission or
storage by comparing the checksum generated at the source with the checksum
calculated at the destination. Checksums and hashing are -cryptographic
techniques used to verify the integrity and authenticity of data, including CCTV
video footage. In the context of CCTV video footage, checksums can be used to verify
the integrity of video files during transmission or storage. A checksum is computed
for the video file at the time of recording or capture, and the resulting value is stored
or transmitted along with the file. When the file is accessed or retrieved, the
checksum is recalculated, and the result is compared with the original checksum.
If the two values match, it indicates that the video file has not been corrupted or
tampered with.

Checksum algorithms, such as cyclic redundancy check (CRC) or Adler-32,
generate a fixed-size value based on the content of the data set. The checksum is

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL



CCTV Video Footage Auditor - Grade XI m

computed by performing bitwise operations on the data, resulting in a unique value
that represents the data's integrity. Calculate checksums or hashes of the footage
and compare them over time. Any changes to the footage will result in a different
checksum or hash value, indicating tampering.

Hashing is a cryptographic process that generates a fixed-size string of characters,
known as a hash value or digest, from an input data set of any size. Hash functions
are designed to be one-way and deterministic, meaning that the same input will
always produce the same output, but it is computationally infeasible to reverse-
engineer the original input from the hash value.

Hashing is used to generate unique identifiers for video files based on their
contents. Each video file is hashed using a cryptographic hash function, such as
SHA-256 or MDS5, resulting in a hash value that uniquely identifies the file's
content. The hash value can be stored or transmitted along with the video file as a
digital fingerprint. When the file is accessed or retrieved, it is hashed again, and
the resulting hash value is compared with the original hash value to verify the file's
integrity and authenticity. Hashing provides stronger integrity and authenticity
checks compared to checksums, as hash functions are designed to be resistant to
intentional tampering or manipulation.

Activity 1: Authenticity verification of CCTV footage
Materials Needed

e Sample CCTV footage (simulated or real)

e Computer or device with video footage auditing and investigation software
e Timestamp verification tools (if applicable)

o Watermarking detection tools (if applicable)

e Chain of custody forms or templates

e Encryption and digital signature verification tools (if applicable)

e Checksum and hashing tools

Procedure

e The teacher will invite an expert for the workshop on retrieving and storing of
CCTV video footage.

e The sample CCTV footage containing timestamps will be reviewed and
compared for consistency and accuracy.

e The process of identifying irregularities in the timestamps that may indicate
tampering or manipulation will be discussed.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL



CCTV Video Footage Auditor - Grade XI m

o Demonstrate the use of synchronized timekeeping devices or software tools to
compare timestamps across multiple camera feeds and footage segments.

e Show examples of CCTV footage with embedded watermarks.

e Explain the purpose of watermarking in verifying the authenticity and
ownership of the footage.

o Demonstrate how to detect and verify watermarks using specialized software
tools or techniques.

e Discuss the significance of watermarks in forensic analysis and investigation
of CCTV footage.

e Explain how digital signatures can be used to authenticate the origin and
integrity of video files.

e Demonstrate the process of verifying encryption and digital signatures using
appropriate software tools or cryptographic techniques.

Check Your Progress

A. Multiple Choice Questions

1. What is the purpose of verifying timestamps in CCTV footage?
(a) To identify the camera locations
(b) To detect anomalies or irregularities indicating tampering
() To determine the resolution of the footage
(d) To establish ownership of the footage

2. How does watermarking contribute to the authenticity of CCTV footage?
(a) By encrypting the footage
(b) By embedding a digital identifier indicating authenticity
(c) By altering the resolution of the footage
(d) By adding background music to the footage

3. What is the significance of maintaining a chain of custody for CCTV footage?
(a) To synchronize timestamps across different cameras
(b) To ensure proper storage conditions
(¢) To document the handling and transfer of the footage to maintain its
integrity
(d) To encrypt the footage for security purposes

4. How does encryption enhance the security of CCTV footage?
(a) By embedding digital watermarks
(b) By adding timestamps to the footage
(c) By scrambling the contents of the footage to prevent unauthorized access
(d) By creating a chain of custody for the footage
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5. What is the purpose of using digital signatures in CCTV video footage?
(a) To calculate checksums
(b) To generate hash values
(c) To authenticate the origin and integrity of the footage
(d) To synchronize timestamps across different cameras

6. Which cryptographic technique is used to verify the integrity of data,
including CCTV footage, by comparing calculated values?
(a) Timestamp verification
(b) Watermarking
() Checksums and hashing
(d) Chain of custody

7. What is the main function of checksums in ensuring the integrity of CCTV
footage?
(a) To embed digital watermarks
(b) To calculate hash values
(c) To detect errors or inconsistencies in the data
(d) To add timestamps to the footage

8. How does hashing contribute to verifying the authenticity of CCTV footage?
(a) By embedding digital watermarks
(b) By adding timestamps to the footage
(c) By generating unique identifiers for the footage based on its content
(d) By creating a chain of custody for the footage

9. Which of the following is NOT a purpose of watermarking in CCTV footage?
(a) To embed digital identifiers indicating authenticity
(b) To deter unauthorized use or distribution of the footage
(c) To synchronize timestamps across different cameras
(d) To authenticate the origin of the footage

10.What role does digital signatures play in verifying the authenticity of CCTV
footage?
(a) They encrypt the footage
(b) They embed digital watermarks
(¢) They authenticate the origin and integrity of the footage
(d) They calculate checksums

Session 3: Effective CCTV Video Footage Management

Preserving CCTV footage is crucial for upholding security, aiding investigations,
and meeting compliance standards. To protect this valuable data, organisations
must follow key preservation protocols. Regularly backing up footage to secondary
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storage devices or servers helps prevent loss from hardware failures or accidental
deletions. Storing backup copies off-site, whether in secure facilities or cloud
storage, guards against physical damage or theft. Clearly defined policies, informed
by regulations and organisational requirements, determine the duration of footage
retention. Metadata tagging streamlines retrieval and analysis, while routine
maintenance optimizes storage performance. By adhering to these practices,
organisations can maintain the reliability and accessibility of CCTV footage,
bolstering security operations and compliance endeavour.

Regular Backup

To safeguard CCTV footage against hardware failures, accidental deletions, or
system malfunctions, it is crucial to establish a routine for scheduled backups.
Backup frequency may vary depending on the importance of the footage and storage
capacity. Storage of CCTV footage is done in a secure location, preferably off-site or
in a cloud-based storage solution. Additionally, for efficient storage and bandwidth
management, it is recommended to back up CCTV footage in the form of images.
This practice not only aids in disaster recovery but also facilitates easy retrieval
and searching of data.

Considering the absence of a universally defined ‘standard’ based on any scientific
study or reasoning for backup duration, organisations often determine the
retention period based on their specific needs. For instance, some may opt for a
one-month storage duration, while others may choose a longer period. While the
timeframe for retaining video footage is significant, it's equally crucial to
systematically catalogue, tag, and store any data pertinent to audit findings or
incidents. This organized approach ensures that the data becomes an integral part
of an institutional library, enabling future comparisons and serving as a valuable
resource for training purposes.

Off-site Storage: Store backup copies of CCTV footage off-site to protect against
physical damage or loss due to disasters, such as fires, floods, or theft. Off-site
storage can include cloud storage solutions or secure off-site facilities.

Access Controls: Restrict access to CCTV footage to authorized personnel only.
Implement strong access controls, including user authentication, role-based access
controls (RBAC), and audit trails to monitor and track access to footage.

Retention Policies: Establish clear retention policies outlining the duration for
which CCTV footage should be retained. Retention periods may vary depending on
regulatory requirements, industry standards, and organisational needs.

Regular Maintenance: Conduct regular maintenance of CCTV storage systems to
ensure optimal performance and reliability. This includes monitoring storage
capacity, updating firmware and software, and performing routine checks for errors
or inconsistencies.
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Activity 1: Implementing CCTV Footage Preservation Protocols
Materials Needed

e CCTV system or simulated CCTV footage

e Secondary storage devices (external hard drives, network-attached storage)
e Cloud storage solution (if applicable)

e Access control mechanisms (user authentication, RBAC)

e Retention policy template

e Maintenance checklist

Procedure

e The teacher schedules a demonstration with the help of an expert or CCTV
Video Footage Auditor to perform a regular backup of CCTV footage from the
primary storage system to secondary storage devices.

e Show how to initiate the backup process and configure automated backup
schedules for periodic backups.

e Discuss the importance of regular backups in mitigating the risk of data loss
due to hardware failures, accidental deletions, or system malfunctions.

o Demonstrate how to transfer backup copies of CCTV footage to off-site storage
locations, such as cloud storage solutions or secure off-site facilities.

e Demonstrate how to monitor storage capacity, update firmware and software,
and perform routine checks for errors or inconsistencies.

e Highlight the role of regular maintenance in preventing storage failures and
preserving the integrity of CCTV footage.

Check Your Progress

A. Subjective Questions

1. Why is it important to establish a regular backup schedule for CCTV footage,
and how does it contribute to disaster recovery?

2. How does off-site storage, including cloud-based solutions, enhance the
security of CCTV footage? What factors should be considered when choosing
an off-site storage solution?

3. Describe the role of metadata tagging in CCTV footage preservation. How
does it aid in the retrieval and analysis of video data?

4. What are the potential risks of not implementing access controls for CCTV
footage, and how can role-based access controls (RBAC) mitigate these risks?
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5. How can organisations determine the appropriate retention period for CCTV
footage based on their specific security needs and legal compliance? Provide
examples.

Session 4: Documentation of Findings of CCTV Video

Footage Audit

Documentation of findings from a CCTV video footage audit involves systematically
recording observations, identifying potential security issues or violations, and
detailing the actions taken during the audit. This documentation serves as a
reference for future investigations, helps ensure compliance with security policies,
and supports any necessary legal or corrective actions.

In any surveillance or security operation, the meticulous preservation and
systematic analysis of CCTV (Closed-Circuit Television) footage stand as paramount
pillars in safeguarding assets, ensuring public safety, and facilitating
investigations. Within this context, documentation and reporting findings emerge
as indispensable elements, serving as the backbone of the investigative process. By
meticulously documenting actions, observations, and outcomes, investigators
create a comprehensive record that not only preserves the integrity of evidence but
also enables transparent.

Process of Documenting and Reporting Findings

The process of documenting and reporting findings of a CCTV video footage audit
involves several key steps to ensure accuracy, transparency, and effectiveness. It
involves preparation, review and analysis, documentation, reporting analysis,
interpretation and recommendations.

i.  Preparation: As discussed earlier, before beginning the audit, the objectives,
scope, and methodology of the audit are established. The timeframe for the
audit and the specific areas or systems to be audited are identified.

ii. = Review and Analysis: After making necessary preparations, review of the
CCTV footage according to the predetermined objectives and scope of the
audit is done. The footage is carefully analysed, looking for any anomalies,
incidents, or patterns that may be of interest. A note of timestamps, camera
locations, and any relevant contextual information is taken.

iii. Documentation: As the CCTV Video Footage Auditor reviews the CCTV
footage, the observations, findings, and any relevant metadata are
documented. This documentation should be thorough and detailed,
including timestamps, descriptions of events, and any other pertinent
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information. Standardized templates or forms are to be used to ensure
consistency and clarity in your documentation.

iv.  Reporting: The findings are compiled into a comprehensive audit report.
The report should include an introduction outlining the purpose and scope
of the audit, as well as a methodology section detailing how the audit was
conducted. The findings are clearly and concisely presented, using charts,
graphs, and other visual aids to enhance understanding.

v. Analysis and Interpretation: The analysis and interpretation of the
findings, are provided and any trends, patterns, or anomalies are identified
during the documentation. Include supporting evidence, such as
screenshots, timestamps, video clips, or metadata, to substantiate the
findings and provide context for the observations. Attach relevant
documentation, logs, or records that corroborate the analysis. Ensure that
the evidence presented is accurate, relevant, and properly documented to
enhance the credibility and reliability of the findings.

vi. Recommendations: Based on the analysis, recommendations are made for
any necessary improvements or corrective actions. These recommendations
should be actionable and tailored to address the specific findings of the
audit.

ix. Conclusion: The key findings and recommendations of the audit in the
conclusion section of the report are provided.

x. Review and Approval: Before submitting the report, it should be reviewed
for accuracy, completeness, and adherence to standards. Input from
relevant stakeholders, such as security personnel or management can be
sought and feedback incorporated, as necessary. Once approved, distribute
the report to stakeholders and ensure that any necessary follow-up actions
are taken.

Activity 1: Preparing for CCTV Surveillance

Materials Needed

. Paper

° Pens or Pencils

. Whiteboard or Flip Chart
. Markers

e Handouts with operational instructions and procedures for CCTV observation
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Procedure

e Begin by explaining the importance of proper preparation when conducting
CCTV surveillance observation.

. Distribute handouts containing operational instructions and procedures for
CCTV surveillance observation to participants.

. Review key points and guidelines provided in the handouts, highlighting
essential steps such as equipment setup, camera positioning, and monitoring
techniques.

. Form small groups; let each group have a scenario involving CCTV surveillance
observation, such as monitoring a parking lot, retail store, or public space.

e Instruct groups to discuss and outline the operational instructions and
procedures they would follow to prepare for observing the assigned area using
CCTV systems. Consider factors such as camera placement, field of view,
lighting conditions, and monitoring strategies based on the scenario provided.

. Each group will have to present their prepared operational instructions and
procedures to the class. Facilitate a discussion after each presentation,
allowing other groups to provide feedback and alternative perspectives.

Check Your Progress

A. Multiple Choice Questions

1. What should an auditor document be regarding CCTV footage preservation?
(a) Access controls only
(b) Backup schedules, retention policies, and access controls
(c) Purpose and scope of the audit
(d) Observations and conclusions only

2. How should an audit report on CCTV footage begin?
(a) With a summary of key findings
(b) With recommendations for improvement
(c) By detailing the technical specifications of the CCTV system
(d) By providing context and background information

3. What is the purpose of summarizing key observations in a CCTV audit
report?
(a) To present detailed evidence
(b) To highlight significant events and incidents
(c) To provide context for the findings
(d) To list all access controls implemented
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4. What type of evidence should be included to support findings in a CCTV audit
report?
(a) Personal opinions
(b) Screenshots, timestamps, and video clips
(c) General observations
(d) Recommendations for improvement

5. Why is it important to ensure the accuracy and relevance of evidence
presented in a CCTV audit report?
(@) To make the report longer
(b) To enhance the credibility and reliability of findings
(c) To comply with regulations
(d) To confuse readers with irrelevant information

6. In what formats should an auditor document and report findings during the
CCTV video footage auditing process?
(@) .txt and .jpeg
(b) .pptx, .docx, .xIsx, and .pdf
() .mp4 and .avi
(d) .zip and .png

Investigation and Detection of Incidents
from Video Footage

Module 4

Module Overview

The module on introduction to provides a detailed exploration of the investigation
and detection of incidents using video footage, focusing on key processes that
enhance the effectiveness of such investigations. Session 1 deals with the process
of establishing clear objectives and determining the scope for investigations. It
emphasizes the significance of having a well-defined focus to guide the investigative
efforts effectively. Session 2 describes the methods and protocols for gathering
video footage relevant to an investigation. It covers various techniques for ensuring
that footage is collected systematically and securely. Session 3 is on the strategies
for examining video footage to spot incidents. Techniques for analyzing the content
to determine what is significant and requires further action will be discussed.
Session 4 is on the best practices for documenting the results of the CCTV footage
audit. It underscores the necessity of producing accurate and detailed reports that
encapsulate all findings and insights for future reference or further inquiries.
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Learning Outcomes

On completion of the session, you will be able to:

e Comprehend the importance of clearly defining investigation objectives and
scope.

e Clearly define the objectives and scope in structuring effective investigations.

e Recognize the impact of well-defined objectives on resource allocation, time
management, and investigative success.

e Explain the significance of video capture, screen recording, and analog video
import in multimedia forensic analysis.

e Demonstrate knowledge of the processes for importing and analysing analog
video data to ensure it meets forensic standards.

e Describe the legal and ethical considerations in video footage collection and
use.

e Apply knowledge of retrieving CCTV footage from diverse sources.

e Explain the application of forensic techniques in investigative processes.

e Document findings and collaborate with law enforcement agencies.

Module Structure

Session 1: Defining Objectives and Scope of Investigation

Session 2: Collecting Video Footage

Session 3: Reviewing and Analysing Video Footage and Identifying Incidents

Session 4: Audit Summary in CCTV Investigations

Session 1: Defining Objectives and Scope of Investigation

Investigating and detecting incidents from video footage is a crucial task in various
domains, including law enforcement, security, forensics, and safety management.

Objectives and Scope of Investigation

Investigating and detecting incidents from video footage is a crucial task in various
domains, including law enforcement, security, forensics, and safety management.
Clearly define the objectives of the investigation, such as identifying suspects,
determining the sequence of events, or gathering evidence for legal proceedings. By
clearly defining the objectives and scope of the investigation, investigators can
establish a framework for their analysis, prioritize their efforts, and ensure
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alignment with the goals of the investigation. Also, specify the scope of the
investigation, including the time frame, location, and specific incidents or activities
captured in the video footage.

Objectives of the Investigation
The various objectives for investigation could be the following:

i. Identifying Suspects: One objective may be to identify individuals involved
in the incident captured in the video footage. This could include perpetrators
of criminal activity, witnesses, or other persons of interest.

ii. Determining Sequence of Events: Another objective might be to
reconstruct the sequence of events leading up to, during, and after the
incident. This involves analysing the chronological order of actions,
interactions, and movements depicted in the video footage.

iii. = Gathering Evidence for Legal Proceedings: A primary objective could be
to gather evidence from the video footage that can be used in legal
proceedings, such as criminal prosecutions, civil lawsuits, or disciplinary
actions. This may include identifying key pieces of evidence, documenting
relevant details, and preserving the integrity of the footage.

Scope of the Investigation

i. Time Frame: Define the time frame of the investigation by specifying the
period covered by the video footage. This could include the date, time, and
duration of the recording, as well as any relevant time intervals before or
after the incident.

ii. Location: Identify the location or locations captured in the video footage,
such as a specific area, premises, or scene of the incident. This helps narrow
down the scope of the investigation and focus attention on relevant areas of
interest.

iii. Specific Incidents or Activities: Determine the specific incidents,
activities, or behaviours captured in the video footage that is relevant to the
investigation. This could involve identifying particular events, interactions,
or occurrences that warrant further analysis or scrutiny.

Activity Name: Video investigation procedures and tools

Materials Required
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e Video enhancement software (e.g., Adobe Premiere Pro, Amped FIVE)

e Motion tracking software (e.g., Milestone, iSpy)

e Metadata extraction tools (e.g., ExifTool, Amped Authenticate)

e Compression software (e.g., Handbrake, Final Cut Pro)

e Tamper-proof storage devices (e.g., encrypted hard drives, cloud storage)

Procedure

e Introduce the various tools and techniques used in video investigations,
explaining their role in enhancing, tracking, and verifying video footage.

e Assign groups to practice specific tasks, such as video enhancement, motion
tracking, and metadata review, using the provided software and tools.

o After performing the tasks, each group will present their findings and discuss
how they applied the tools to solve specific investigative challenges, ensuring
the integrity of the video evidence.

Check Your Progress

A. Multiple Choice Questions

1. What is one of the objectives of investigating and detecting incidents from
video footage?
(a) Enhancing privacy
(b) Identifying suspects
(c) Minimizing blind spots
(d) Reducing data security risks

2. What does specifying the scope of the investigation involve?
(a) Determining the sequence of events
(b) Identifying key pieces of evidence
(c) Defining the time frame and location
(d) Preserving the integrity of the footage

3. Which objective involves reconstructing the chronological order of actions
depicted in the video footage?
(a) Identifying suspects
(b) Determining sequence of events
(c) Gathering evidence for legal proceedings
(d) Prioritizing efforts of analysis

4. What aspect of the investigation involves defining the time frame covered by
the video footage?
(a) Location
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(b) Specific incidents or activities
() Time frame
(d) Sequence of events

B. Subjective Questions

1. How would you define the objectives and scope of an investigation when using
CCTV footage to identify suspects involved in a criminal activity?

2. In a case where CCTV footage is used as evidence in a legal proceeding, how
would you ensure the integrity of the footage is maintained throughout the
investigation process?

3. Describe how you would approach the task of identifying specific incidents or
activities from a large amount of video footage, ensuring that only relevant
material is analysed for a particular investigation.

Session 2: Collecting Video Footage

Collecting video footage involves retrieving and securing recordings from
surveillance cameras while ensuring the integrity of the data, proper
documentation of timestamps, and adherence to legal and procedural standards
for evidence preservation. Video capture, screen recording, and analogue video
import with legacy formats are essential components of multimedia forensic
analysis and video processing. These functionalities allow forensic analysts to
capture, record, and import various types of video data for examination and
analysis. Video capture refers to the process of capturing live video streams from
cameras, webcams, or other recording devices. Screen recording involves capturing
the contents of computer screens or digital displays, including desktop activity,
software demonstrations, or online content.

Specialized video footage auditing and investigation software and hardware devices
are used for video capture and screen recording, and frame extraction from pre-
recorded video, allowing forensic analysts to record high-quality video footage for
analysis and documentation. The video footage auditing and investigation software
permits ease of multiple video playback in a dashboard view and frame matching
to help join the dots. This is very useful for investigators when reviewing multiple
videos from a scene of crime for example.

Analog video import involves digitizing and importing video footage from legacy
formats such as VHS tapes, analogue camcorders, or CCTV systems. Analog-to-
digital converters (ADCs) are used to convert analogue video signals into digital
formats compatible with modern video editing and analysis software. Once
digitized, the video footage can be imported into forensic analysis tools for
examination, enhancement, and comparison with other digital video sources.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL



CCTV Video Footage Auditor - Grade XI 111

Synchronizing multiple videos to a common time-based reference is essential for
aligning footage from different sources and ensuring accurate correlation of events.
Timecode metadata embedded in digital video files or generated by recording
devices can be used as a reference for synchronization.

Collecting Video Footage

Collecting video footage is a fundamental step in any investigation or surveillance
operation. It involves gathering recorded video data from various sources, such as
surveillance cameras, dashcams, body cameras, or other recording devices. The
collection process requires careful planning and adherence to legal and ethical
guidelines to ensure the integrity and admissibility of the footage as evidence.
Depending on the nature of the investigation, video footage may be collected from
multiple locations and sources to provide a comprehensive view of the events under
scrutiny. Proper documentation of the collection process, including timestamps,
locations, and chain of custody, is essential to maintain the reliability and
credibility of the evidence. Additionally, measures should be taken to preserve the
original quality of the footage and prevent tampering or alteration during the
collection and storage process. Collecting video footage is a crucial step in gathering
evidence and uncovering the truth in various investigative scenarios.

Steps for collecting video footage are as follows:
i. Identify Sources of Video Footage

Determine the sources of video footage that may contain relevant
information for the investigation. This could include surveillance cameras
installed in the vicinity of the incident, dashcams from vehicles in the area,
body cameras worn by law enforcement officers or security personnel, or
other recording devices.

ii. Request Access to Video Footage

The owners or custodians of the recording devices are contacted to request
access to the relevant video footage. This may involve contacting businesses,
government agencies, private property owners, or individuals who possess
the recording devices. Clearly communicate the purpose of the investigation
and the specific incidents or time frames for which video footage is needed.
Obtain consent or authorization from the relevant parties to access and
review the video footage.

iili. Ensure Compliance with Privacy Laws and Regulations
The CCTV video footage auditor should possess the knowledge of applicable

privacy laws, regulations, and guidelines governing the collection, use, and
dissemination of video surveillance footage in your jurisdiction. This
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includes laws related to privacy, data protection, surveillance, and evidence
handling. One should ensure that the collection and use of video footage
comply with legal requirements regarding consent, notice, retention periods,
access rights, and other relevant provisions. One should also seek legal
guidance if necessary to ensure compliance with complex or ambiguous legal
requirements.

iv. Obtain Necessary Permissions and Authorizations

Necessary permissions, authorizations, or warrants required to access or
obtain video footage in compliance with legal requirements are to be
obtained. This may involve obtaining consent from individuals captured in
the footage, obtaining court orders or subpoenas for access to private or
restricted footage, or seeking approval from relevant authorities.

v. Handle Video Footage Securely

The CCTV Video Footage are to be secured to protect its integrity,
confidentiality, and admissibility as evidence. The Auditor should have the
knowledge of the methods of transfer and storage to prevent unauthorized
access, tampering, or loss of the footage. One should maintain a chain of
custody for the video footage, documenting all handling, transfers, and
interactions with the evidence to establish its authenticity and reliability in
legal proceedings.

Activity 1: Video footage analysis
Materials Needed

e Computer with video footage auditing and investigation software or forensic
tools installed

e Collected video footage relevant to the investigation

e Notepad or digital note-taking tool for documenting observations

Procedure

e The teacher will arrange the computer equipped with video footage auditing and
investigation software or forensic tools capable of analysing and enhancing video
footage.

e Transfer the collected video footage to the computer's storage drive or access it
from an external storage device.
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¢ Open the video footage auditing and investigation software or forensic tool and
load the first video file from the collected footage.

e Start the systematic review process by watching the video footage from start to
finish, paying close attention to relevant details such as individuals' movements,
interactions, and environmental factors.

e Take notes of any significant events, actions, or observations observed during
the review process. Flag/bookmark important scenes as needed and tag for
future reference.

e Use the features of the video footage auditing and investigation software or
forensic tools to zoom in on specific areas of interest, adjust playback speed,
traverse back and forth frame by frame, and enhance image quality for better
clarity.

e Focus on relevant details within the video footage, such as timestamps,
locations, actions, and objects of interest.

o Identify timestamps associated with specific incidents or events to establish a
timeline of events captured in the footage.

o Utilize the video enhancement features of the software or tools to improve the
visibility and clarity of the footage.

e Apply forensic techniques such as image stabilization, object tracking, or facial
recognition to extract additional information and identify key elements within
the footage.

e Gather identifying information about individuals involved in the incident,
including facial features, clothing descriptions, or vehicle details.

o Identify potential incidents or events of interest within the video footage based
on the investigation's objectives.

e Compare findings from the video footage with other forms of evidence such as
witness statements, physical evidence, or documentation.

e Compile relevant video clips, screenshots, or excerpts from the footage that
support your findings and conclusions.

e Organize the evidence in a cohesive manner, categorizing it based on the nature

of the incident and its significance to the investigation.

Check Your Progress

A. Multiple Choice Questions

1. What does video capture refer to in multimedia forensic analysis?
(a) Converting analogue video to digital formats
(b) Capturing live video streams from recording devices
(c) Importing legacy formats into modern software
(d) Digitizing timecode metadata

2. Which process involves capturing the contents of computer screens or digital
displays?
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(a) Video capture

(b) Analog video import

(c) Screen recording

(d) Timecode synchronization

. What is used to convert analog video signals into digital formats for forensic
analysis?

(a) Timecode metadata

(b) Screen recording software

() Analog-to-digital converters (ADCs)

(d) Surveillance cameras

. Why is synchronizing multiple videos to a common time-based reference
important?

(a) To identify sources of video footage

(b) To handle video footage securely

(c) To align footage from different sources accurately

(d) To comply with privacy laws and regulations

. Which step is NOT part of the process for collecting video footage?
(a) Requesting access to video footage

(b) Obtaining necessary permissions and authorizations

(c) Digitizing timecode metadata

(d) Identifying sources of video footage

. What should be done to ensure compliance with privacy laws and regulations
when collecting video footage?

(a) Handle video footage securely

(b) Familiarize yourself with applicable laws

(c) Obtain consent from individuals captured in the footage

(d) Seek legal guidance if necessary

. What is essential for handling video footage securely?
(a) Obtaining necessary permissions

(b) Using secure methods of transfer and storage

(c) Digitizing timecode metadata

(d) Maintaining a chain of custody

. What is the purpose of obtaining necessary permissions and authorizations
when collecting video footage?

(a) To synchronize multiple videos

(b) To ensure compliance with privacy laws

(c) To identify sources of video footage

(d) To request access to video footage

. What is the purpose of maintaining a chain of custody for video footage?
(@) To convert analogue video to digital formats
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(b) To identify sources of video footage
(c) To establish its authenticity and reliability as evidence
(d) To handle video footage securely

10.Which process involves importing video footage from legacy formats into
modern software?
(a) Video capture
(b) Analog video import
(c) Screen recording
(d) Timecode synchronization

B. Subjective Questions

1. Explain the process of analog video import and discuss the importance of
using Analog-to-Digital Converters (ADCs) in forensic video analysis. How does
digitizing legacy footage improve the investigative process?

2. In an investigation involving multiple video sources (e.g., CCTV, dashcams,
body cameras), what steps would you take to ensure the synchronization of
the footage to a common time reference? Discuss the tools and methods that
can be used for effective synchronization.

3. Describe the essential steps involved in collecting video footage for an
investigation. How would you ensure compliance with privacy laws, maintain
the integrity of the footage, and document the chain of custody?

Session 3: Reviewing and Analysing Video Footage and

Identifying Incidents

Reviewing and analysing CCTV video footage involves carefully examining the
recorded material to identify relevant events, detect suspicious activities, and
extract crucial information, while using various tools and techniques to enhance
the quality and accuracy of the footage. Begin by systematically reviewing the
collected video footage from start to finish. Pay close attention to relevant details,
such as individuals' movements, interactions, and environmental factors. Use video
footage auditing and investigation software or forensic tools to facilitate the review
process. These tools allow for frame-by-frame analysis, zooming in on specific
areas, adjusting playback speed, and enhancing image quality for better clarity.

Focus on Relevant Details

Focus on relevant details within the video footage, such as timestamps, locations,
actions, and objects of interest. Look for key events or activities that are central to
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the investigation's objectives. Identify timestamps associated with specific
incidents or events to establish a timeline of events captured in the footage.
Enhance and Analyse Footage

Use video footage auditing and investigation software or forensic tools to enhance
and analyse the footage for relevant information. This may include adjusting
brightness, contrast, or colour balance to improve visibility, or applying filters to
enhance specific details.

i.  Employ forensic techniques, such as image stabilization, object tracking, or
facial recognition, to extract additional information and identify key
elements within the footage.

ii.  Identify individuals involved in the incident or persons of interest captured
in the video footage.

iii.  Gather information, such as facial features, clothing descriptions, or vehicle
details, to aid in suspect identification.

Identify Potential Incidents or Events

Identify potential incidents or events of interest within the video footage based on
the investigation's objectives. This could include criminal activities, accidents,
disturbances, suspicious behaviour, or other noteworthy occurrences.
Pay attention to contextual factors, such as the location, timing, and sequence of
events, to assess their significance and relevance to the investigation.

i.  Corroborate findings from the video footage with other forms of evidence,
such as witness statements, physical evidence, or documentation.

ii.  Verify the accuracy and consistency of information across multiple sources
to establish the reliability of your findings.

iii.  Analyse the movement and behaviour of individuals within the video footage
to discern intentions, actions, or interactions.

iv.  Look for signs of suspicious behaviour, aggression, deception, or other
indicators of criminal activity.

v.  Compile relevant video clips, screenshots, or excerpts from the footage that
support the findings and conclusions.

vi. Organize the evidence in a cohesive manner, categorizing it based on the
nature of the incident and its significance to the investigation.

vii.  Look for patterns, anomalies, or discrepancies within the video footage that
may indicate the occurrence of an incident. This could include unusual
behaviour, unexpected movements, or inconsistencies in individuals'
actions or interactions.
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viii.  Use analytical techniques, such as behaviour analysis, motion tracking, or
object recognition, to identify patterns or anomalies that warrant further
investigation.

Enhance Footage

i. Use image enhancement techniques, such as sharpening, contrast
adjustment, or noise reduction, to improve the quality and clarity of the
video footage.

ii. Employ forensic video analysis tools to enhance specific elements of the
footage, such as license plates, facial features, or identifying markers.

Activity 1: CCTV Footage Forensic Analysis and Investigation

Material Required

e Forensic video analysis software

e Computer with appropriate storage and processing power
e Video footage (CCTV, dashcam, etc.)

e Documentation tools (e.g., notepad, report templates)

e Enhanced video clips, screenshots, or image capture tools

Procedure

e Begin by reviewing the entire CCTV footage to identify key moments,
individuals, and significant events.

e Pay attention to timestamps, locations, and actions that may be relevant to the
investigation.

e Utilize forensic tools to enhance the video quality. Adjust brightness, contrast,
and apply filters to improve visibility.

e Use frame-by-frame analysis, zooming, and playback adjustments to clarify
critical details such as facial features or suspicious movements.

o Extract key details like facial features, clothing, or vehicle descriptions to help
identify individuals.

e Cross-reference the findings with other available evidence, such as witness
statements or physical evidence, to confirm the accuracy of the video data.

e Document and report the findings systematically for further investigation.
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Check Your Progress

1.

A. Multiple Choice Questions

What is the primary purpose of systematically reviewing collected video
footage?

(a) Enhancing image quality

(b) Identifying potential incidents or events

(c) Analysing individual behaviours

(d) Adjusting playback speed

. Which software or tools can facilitate the review process of video footage?

(a) Spreadsheets

(b) Word processors

(c) Video footage auditing and investigation software or forensic tools
(d) Presentation software

What should be the focus when analysing video footage?

(@) Timestamps only

(b) Environmental factors

(c) Relevant details such as timestamps, locations, actions, and objects
(d) Overall visual quality

Which forensic technique involves extracting additional information and
identifying key elements within the footage?

(a) Brightness adjustment

(b) Object tracking

() Timestamp verification

(d) Contrast enhancement

How can individuals involved in an incident be identified from the video

footage?

(@) By adjusting playback speed

(b) By focusing on irrelevant details

(c) By gathering identifying information such as facial features or clothing
descriptions

(d) By analysing timestamps only

What is one of the purposes of identifying potential incidents or events within
the video footage?

(a) Enhancing image quality

(b) Paying attention to contextual factors
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(c) Corroborating findings with other evidence
(d) Adjusting playback speed

7. What is essential for verifying the accuracy and consistency of information
across multiple sources?
(@) Analysing individual behaviours
(b) Adjusting playback speed
(¢) Using analytical techniques
(d) Compiling relevant video clips

8. What should be done to organize evidence from the video footage in a cohesive
manner?
(a) Categorizing based on the quality of the footage
(b) Categorizing based on the source of the footage
(c) Categorizing based on the nature of the incident and its significance to the
investigation
(d) Using analytical techniques

9. Which analytical technique can help identify patterns or anomalies in the video
footage?
(a) Timestamp verification
(b) Brightness adjustment
() Motion tracking
(d) Contrast enhancement

10.What is the purpose of employing image enhancement techniques in forensic
video analysis?
(a) To decrease the quality of the video footage
(b) To impair visibility
(c) To improve the quality and clarity of the video footage
(d) To introduce noise into the footage

Session 4: Audit Summary in CCTV Investigations

Audit summaries in CCTV investigations provide a concise overview of key findings,
significant incidents, observed trends, and relevant timestamps. By documenting
events such as [e.g., 00:46 - 01:30: Suspect identified near the entrance]|, these
summaries aid in evidence-based decision-making and enhance security
measures.

Audit Summary: The key findings of the audit are summarised in a concise
manner. Any significant incidents, patterns, or trends identified during the
analysis of the CCTV footage are mentioned in the summary.
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Detailed Findings: A detailed breakdown of the findings, organized logically and
sequentially, including timestamps, locations, and descriptions of relevant events
or incidents captured in the footage are also to be given. Screenshots or video clips
can be used to illustrate important findings, if applicable.

Recording timestamps: Record timestamps for significant events or actions
captured in the footage to establish a chronological sequence of events.

Example of Timestamps

00:00 - 00:15: Introduction scene, establishing the location and time.

00:16 - 00:45: Footage of individuals entering the premises.

00:46 - 01:30: Suspect identified as [Name] seen loitering near the entrance.

01:31 - 02:15: Suspect approaches the security checkpoint and engages in a brief
conversation with the security guard.

02:16 - 03:00: Suspect enters the building.
03:01 - 03:45: Interior footage showing suspect moving through the premises.
03:46 - 04:30: Suspect interacting with various individuals inside.

04:31 - 05:15: Suspect engaging in suspicious behaviour, including attempting to
access restricted areas.

05:16 - 06:00: Suspect leaving the building and appearing to make a phone call.
06:01 - 06:45: Suspect seen conversing with another individual outside the
building.

06:46 - 07:30: Suspect departing the premises.

Prepare detailed reports documenting the findings of the investigation, including a
summary of incidents, analysis of video footage, identification of suspects or
persons of interest, and supporting evidence.

Observations and Findings about Suspect

i. Video footage provides clear documentation of suspect's actions and
interactions.

ii.  Suspect identified as [Name] appears to have a deliberate intent to access
restricted areas within the premises.
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iii.  Suspect's behaviour raises concerns regarding potential security threats or
malicious intent.

iv.  Suspect's departure and subsequent interaction with another individual
outside indicate potential involvement in a larger network or operation.

v.  Possible motives include theft, sabotage, espionage, or reconnaissance for
future criminal activities.

vi. Suspect's interaction with others suggests the existence of a broader
network or organisation involved in illicit activities.

Primary suspect: [Name]
Secondary individual: [Description]

Witness statements and testimonies may corroborate findings and provide
additional insights into suspect's motives and associations.

Collaboration and Coordination with Law Enforcement Agencies

Collaboration and coordination with law enforcement agencies are essential
aspects of ensuring effective investigation and response to incidents captured in
CCTV footage. Develop formal communication channels with local law enforcement
agencies. Designate specific points of contact on both sides to facilitate efficient
communication and information sharing. Provide law enforcement agencies with
access to relevant CCTV footage upon request or as part of ongoing investigations.
Establish protocols for securely sharing footage while ensuring compliance with
privacy laws and regulations. This may involve providing real-time updates,
sharing situational awareness information, and coordinating joint response
actions. Offer technical expertise and support to law enforcement agencies during
the analysis and interpretation of CCTV footage. This may include providing access
to video analysis tools, assisting with video enhancement techniques, or offering
insights into the layout and operation of surveillance systems. Follow up on the
investigation to track progress, address any new developments, and ensure that
appropriate actions are taken based on the findings.

Activity 1: Video footage review and documentation

Materials Needed

e Computer with video footage auditing and investigation software or forensic
tools installed

e Collected video footage relevant to the investigation

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL



CCTV Video Footage Auditor - Grade XI 122

o Notepad or digital note-taking tool

e Timestamping tool or clock for recording timestamps
e Report template or document for documenting findings

Procedure

o The teacher will open the video footage auditing and investigation software or
forensic tool to begin the review process.

o Start playing the first video file from the collected footage.

¢ While watching the footage, pay close attention to details such as individuals'
movements, actions, interactions, timestamps, and environmental factors.

e Use the pause, rewind, and forward features to review specific segments or
events captured in the footage.

e Use a notepad or digital note-taking tool to record detailed observations,
findings, and relevant information extracted from the footage.

e Take notes on significant events, actions, or individuals captured in the
footage, including descriptions, behaviours, and any other relevant details.

e Timestamp each observation or event recorded in the notes to establish a
chronological sequence of events.

e Prepare the notes and observations in a structured manner, categorizing
them based on the nature of the incident or event.

e Document any anomalies, discrepancies, or noteworthy patterns observed
during the review process. Include a summary of incidents, analysis of video
footage, identification of suspects or persons of interest, and supporting
evidence.

Check Your Progress

A. Multiple Choice Questions

1. What should investigators do while reviewing video footage to ensure thorough
documentation?
(a) Watch the footage without taking any notes
(b) Take detailed notes, timestamps, and annotations
(c) Document only major events captured in the footage
(d) Skip the timestamp recording process

2. Why is it important to record timestamps for significant events in video
footage?
(@) To create a fictional timeline of events
(b) To establish a chronological sequence of events
(c) To skip through irrelevant parts of the footage
(d) To speed up the review process
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3. How should investigators document their observations and findings from video
footage?
(a) Randomly jot down notes without any structure
(b) Use a systematic and organized approach
(c) Avoid taking notes altogether
(d) Write only brief summaries without details

4. What is the purpose of preparing detailed reports in video footage analysis?
(@) To provide a brief overview of the investigation
(b) To skip over minor incidents captured in the footage
(c) To create confusion among investigators
(d) To document findings, analysis, and supporting evidence

5. Which action demonstrates effective collaboration during an investigation
involving video footage?
(@) Withholding findings from relevant authorities
(b) Providing assistance and sharing findings with law enforcement agencies
(c) Ignoring requests for information from other investigators
(d) Avoiding communication with security professionals

Answer Key

MODULE 1: INTRODUCTION TO SECURITY

Session 1: Terminologies for Private Security System and CCTV Video
Footage Auditing

Multiple Choice Questions

(2)

©® NGk LN e
=

Session 2: Principles of Security

A. Multiple Choice Questions
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(b)
(©)
(©)
(b)
(d)
()
(b)
(©)
(2)

0O NoOh D=

Session 3: Difference between Public and Private Security

Multiple Choice Questions
(a)
(a)
(c)
(b)
(d)
(d)

ok W=

Session 6: Security Equipment

A. Multiple Choice Questions
. (9)
- (c)
- (c)
. (9)
. (b)

a P W N~

Session 7: Guarding Duties

A. Multiple Choice Questions
1. (¢)
2. ()
3. (c)
4. (¢
S. (¢)

Session 8: Security Tasks in Commercial and Industrial Deployments

A. Multiple Choice Questions
1. (d)
2. (c)
3. (c)
4. (¢
S. ()
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6. (o)
Session 9: Risks and Threats to People and Security Guards

A. Multiple Choice Questions
. (b)
. (9
. (¢
. (a)
. ()

au H» W N -

Session 10: Rules and Regulations in Security

A. Multiple Choice Questions

1. (b)
2. (b)
3. (0
4. (o)
S. (b)
6. (d)

MODULE 2: INTRODUCTION TO CCTV VIDEO SURVEILLANCE
Session 1: Closed Circuit Television System

A. Multiple Choice Questions
(c)
(c)
(c)
(c)
(c)
(c)
(c)
(c)
(@)

O N0k b=

—
©
2

Session 3: Operating Principles of CCTV Surveillance System
A. Multiple Choice Questions

1. (d)
2. (c)
3. (¢)
4. (b)
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Session 4: Recording and Storage of Video Footage

A. Multiple Choice Questions
()
()
()
()
()
()
()
()
- (a)
10.(c)

WooNOh D=

MODULE 3: INTRODUCTION TO CCTV VIDIEO FOOTAGE AUDITOR

Authenticity

A. Multiple Choice Questions

1. (b)
2. (b)
3. (¢
4. (o)
S. (o)
6. (o)
7. (o)
8. (¢
9. (¢
10.(c)

Session 4: Documentation of Findings of CCTV Video Footage Audit

A. Multiple Choice Questions
(b)
(d)
(b)
(b)
(b)
(b)

AR o Sadia

Session 2: Reviewing and Analysing Video Footage for Compliance and
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MODULE 4: INVESTIGATION AND DETECTION OF INCIDENTS FROM VIDEO
FOOTAGE

Session 1: Defining Objectives and Scope of Investigation

A. Multiple Choice Questions

1. (b)
2. (o)
3. (b)
4. (c)

Session 2: Collecting Video Footage

A. Multiple Choice Questions
1. (b)
(c)
(c)
(c)
(c)
(b)
(b)
(b)
(c)
- (b)

LRk

—
o

Session 3: Reviewing and Analysing Video Footage and Identifying Incidents

A. Multiple Choice Questions
(b)
(c)
(c)
(b)
(c)
(c)
(c)
(c)
(c)

O oNoUh W=

—
S
)

Session 4: Audit Summary in CCTV Investigations

A. Multiple Choice Questions
(b)
(b)
(b)
(@)
(b)

anHwbh-
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Glossary

Analysis: It refers to the systematic examination, interpretation, and evaluation of
data, information, or evidence to uncover insights, identify patterns, draw
conclusions, and make informed decisions.

Auditing: The process of systematically reviewing and analysing CCTV video
footage to identify issues, threats, hazards, and anomalies.

Authenticity: Authenticity refers to the quality of being genuine, real, or
legitimate. In various contexts, authenticity is highly valued as it signifies
truthfulness, reliability, and trustworthiness.

Breach: An incident that results in unauthorized access to data, applications,
services, networks, or devices by bypassing their underlying security mechanisms.

Closed-Circuit Television (CCTV) system: CCTV system consists of cameras,
recording devices, monitors, and networking equipment.

Central Industrial Security Force (CISF): A security force responsible for
protecting public and private properties, including airports, in India.

Configuration: Configuration refers to the process of setting up and customizing
the parameters and settings of hardware or software to suit specific requirements
or preferences.

Detection: It recognizing specific incidents or behaviours within the footage, such
as identifying individuals, assessing their actions, or determining the sequence of
events.

Detector: A detector is a device or instrument used to detect, identify, measure,
or sense the presence of certain substances, conditions, or phenomena.

Evidence: Evidence refers to any information, material, or data that is presented
in a legal proceeding to support or refute a fact in dispute.

Forensic: Relates to the application of scientific methods and techniques to
investigate and solve legal or criminal matters.

Hazards: Potential dangers or threats within a given environment, such as pitfalls
or unexpected twists, which may pose risks to life, property, or premises.
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HIRA (Hazard Identification and Risk Assessment): Similar to THIRA, HIRA
focuses on identifying and assessing hazards and risks within a given scenario or
setting.

Home Guard: A paramilitary police force auxiliary to the State police in India,
tasked with maintaining law and order, ensuring internal security, and providing
community service in emergencies.

Investigation: Refer to the process of examining material to identify and
understand events, activities, or occurrences.

Law enforcement: It is the activities carried out by government agencies or
organisations tasked with maintaining public order, enforcing laws, preventing and
investigating crimes, and protecting the safety and security of communities.

Monitoring: It is the process of observing, tracking, and assessing activities,
events, or conditions to gather information, detect changes, identify anomalies, or
ensure compliance with predetermined criteria or standards.

Observing and Reporting: Core duties of security guards involving careful
observation of activities and incidents within a guarded area, followed by reporting
to authorities. Observing and reporting help identify threats, fix security lapses,
and reduce risks to assets.

Private Security: Security services provided by private agencies to clients for a fee,
including protection of people and property.

Private Security Agencies Regulation Act (PSARA): The Private Security
Agencies (Regulation) Act, 2005 (PSARA) is a law that regulates the functioning of
private security agencies in India. The PSARA Act aims to ensure that private
security agencies operate within a legal framework and are accountable to a
regulatory mechanism.

Preserving: It is act of protecting and maintaining the integrity, authenticity, and
usability of evidence or data.

Public Security: The provision of security services funded exclusively by the
government to ensure the protection of citizens, organisations, and institutions
against threats.

Railway Protection Force (RPF): A security force responsible for protecting Indian
Railways and ensuring the safety of passengers and properties at railway stations.

Recording: It refers to the process of capturing audio, video, or other data in a
digital format for storage, playback, or analysis.
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Retrieving CCTV Footage: The process of accessing and obtaining recorded CCTV
video footage from the recording system.

Risk: Risk refers to the potential for loss, harm, or adverse outcomes resulting from
uncertain events or circumstances.

Routers: A device that facilitate the transmission of data packets between different
computer networks.

Rules and Regulations: They are established standards, guidelines, or directives
that govern behaviour, activities, or processes within a particular context,
organisation, industry, or society.

Safety: The state of being protected from harm, danger, or injury. It encompasses
various aspects of personal, environmental, occupational, and public well-being,
with the goal of preventing accidents, injuries, illnesses, and other adverse
outcomes.

Safety Signage: Prominently displayed evacuation and safety instructions in
buildings, including photo-luminescent signage for fire exits, floor numbers,
assembly points, and warnings such as "No Smoking" and "High Voltage." These
signs enhance safety awareness and guide individuals during emergencies.

Security: It refers to measures taken to protect individuals, organisations,
systems, or assets from various threats, risks, or vulnerabilities.

Security Guard: An individual responsible for protecting people, property, and
assets from various risks, including theft, vandalism, trespassing, and other
security threats.

Security System: A comprehensive network of devices, components, protocols,
and procedures designed to protect assets, property, individuals, or information
from unauthorized access, intrusion, theft, vandalism, or other threats.

Sensor: A sensor is a device or component that detects and measures physical
phenomena or environmental conditions and converts them into electrical signals
or digital data for analysis, monitoring, or control purposes.

Standard Operating Procedure (SOP): It is a set of step-by-step instructions or
guidelines established by an organisation to outline the procedures and protocols
for carrying out routine operations or tasks.

Strategic Placement: Ensuring coverage of critical areas such as entry points,
exits, and high-traffic zones.
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Switches: Network devices operating at the data link layer (Layer 2) of the OSI
model, used to connect multiple devices within a local area network (LAN).

Threats: Anything or anyone capable of exploiting vulnerabilities to obtain,
damage, or destroy assets intentionally or accidentally. Threats may include
criminals, disgruntled employees, protesters, and other individuals or groups
posing security risks.

Transmission: Transmission refers to the process of sending data, signals, or
information from one point to another within the system or between different
components of the system.
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